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RGN T InterSystems A FHFEA Bt (PKI) , & R PAETF K ZH 20 224 0l R 3 EAEH . Eifia ok
NI . R BAURHLAAR PKI SR .. SR/ H—2 54 InterSystems PKI FHICIHIUGIT 55 SEATRFE )G
BB R BN —MEBMANA (CA) , SRJG1A CA %/ il RIFBGIET .

IR InterSystems PKI A A R 48, (HE TR E A PKI TR M 22 2Rt /F it AR 2R
BBy, T B A K2 A IR A

AFE 18 InterSystems | RIS®EHET- & I BN XL E., Jzﬁ SAETE KR PKI B S, T AN AR HoA A AT
SEPLI AR AL 8. A BRI e SRS, 12 I The InterSystems Public Key Infrastructure
C {InterSystems A 8HFEA 156 ) .

B T BIBARMEEE (First Look) , A04% AT LLZE InterSystems IRIS 4 2% (PR flisc ] E AT IR LE, 152 I
InterSystems First Looks C {InterSystems £ RHEZED) ) .

144 PKIREE

FEVFZ AN, ST 222 iR R B I, ISR R DR A TR AE 2 4. Al T ORGP IA— il s3]
Al S EARE, B TR SRR IR B R R A I T A . ORI AR SRR A
ZRORN M7 38 1) T B2 A8 4 (public-key cryptography ) Al NS i pt (PKID

ANEINE (Publickey cryptography ) eS0T £iE dEAT I A . IX$RAE T —Fhp AT 5 0R9 B0 AH 0% 1 25
VR TTi5 . IX ARG IEA 224 (U Intemet) A& B HEER A SCRY IRRIR . IR, BB T SR8,
A, Witk E 24 (Transport Layer Security, TLS) , X5 il W a4 FAT S Wt iR 1 T B

NEHM# (Publickey cryptography ) XA [F] SEAARSE il A BEATHAE, XUk mT DL N MR . HE1%E,
{HE, XAEINE (Public-key cryptography) HANBEJYIXLE STARLETE B RS R AL (S0, FEETEE
TEEA RSN o AT IEBIZFEEAY, FEA—ADERMWLGEW, FRRFTE R s A 4 E 1545 6
AT SRR PUERS o XFE— AN PKI (AR -

PKI SRS 1 — PR R S AT (50 3%, RIME A AT B (A N T it . IX ZORERAN SR
(BATEE = —— UF IR PIF (CAD ——RHARSUA (WA HAR 57D S iR AHR IR, JEid PKI, SfdkmT
PAREAT A &N BAERA R IR, Hh i . g, By 8s ML,

InterSystems &4t 7 —ANAEAZEAE Wl (PKID , B8 A InterSystems IRIS FISEI/E N CA,  SUVFIEEI 2 E3%T,
I Fo 1 B 5 X BT SSMAE o InterSystems CA I& & 7E 4L 2R AN AR PR B b s . R ESCK A E A
AL CAE A BN EMUERIEIE LR SR, (HEDl CARR T HARKE R s, 1672 —E R MA
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41 P 19 A TIN5 5 R VP2 B2 23
o X RAT B 4

. TR A

. BRI

. E SR

L1 A MEAER AN (CA) i F TAE 52 A4 7 3

FEAE FIA SRS, REANSAREA — N AR (& £ (private key) , PLK—AN 1248 K 2445 (public key) .
U SRS FH L rp — AN BB T —ANMERE, ST A AN HBT B MO R B, SRR RV s 5
Wi, ARG AHAT DI EZEEE . F NS AH A TN, WA SRR — Rt R
E——RE A . IXEWRE A I NP Sk 2 8] 12 AN IE(E S0t 7 —Forik.

N T AP AR AR R BANRE 5 WAL X 5 S RSE R B R AEAE R, R 24T — RO SRR SR AR =
J7 o BRAH =T ZEFMURH (CA) o IEBATENUA BRI, XSRS A P ER AR E 4
PRGBSO . B T ARSI pEIAH EE0E, IEB R RREESE 2R L. — iAW
FEHI CA, EATIRSGF NHRIES); Hot CAVE NS A S, @R LR SR BHE . ik CAE %
FEA [FIRE 2 S AR SRR Al EARGHESS s fE S WRAERIE LT, R3] DAFE GBS AN ARA BP0 2 (8] 57
EHAFELR IR . CA BIE AL T4 24 5 P ) SR AT R WS I 500 LU L AT B IR0
Ji AAE AN .

HAEAS SRR T B8 A F CA. MR, F— AR T EEE 1 CA. IXF ST CAISE RIBH 21
B AR T T S EESLAT, 9 ik e SRR A — TR CARE o 2 b, — AR AT LUE(E
—ANCA, AEAH A CARRED, MXDCACEWEET: EXMBRT, 1 CARF uHE CA
——T1f H Al LA 24N HE CA.

H—NIAEMN—ADCARBUE TR, SRAETZFE WP A L. &%, CA%F‘ i 5 P AR AR
AN ARG CAZ Pt IR B A5 R A 123 BT s Ad, XS SR B HEISEA 00, RARIN,
XARAERARE A 4 4% distinguished name, DN) . %S4k DLiF 7854175k (certificate signing request ,
CSR) HIJEaIA CATRBE AN DNAS S EASRBEAL, PN IR .

CAULH| CSR, #RJoHRYE AL P TAL . SRS, CAZE M 3CRY, KA ER DNER, Mg —MIE

B OCEMSKUL, BRRMES X509 bfERET) o H/E, CA B umh CA SFRAHET, ARG LB e T &

B, ST TLS %,

P AR T B A DAERS, EAVER EATRREPA CAXTEAMTR SRR K. Bk, 24 Alice 1 Bob i i@ i

TLS TSI, TLS 18 FaxH A 1A ASATU N ARS8 iF:

o Alice &5 2|7 Bob HiEP. Alice i] LUMEFIXAEH, KA Bob i) CA B&XTEi#H1T T4 44, 1fiH Bob
] CA 2325 /EH CA.

o ¥FA Alice iF15 1) Bob th 2 it
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RERUL, CATIAINE RIS T 282441 i (public key infrastructure , PKID [—3#7r. [k, PKI
PROE T — P A IR R ANE B 55, HERTUASCRE IS B, BRI, R S A A iE .
InterSystems IRIS £ PKI .

18 il InterSystems PKI, #ATLEE —AMMIEBARHI (CA) , —ANCAR i, FHFIAIER 2 k%% 45
i, RFIABPIR.

2 InterSystems IRIS [l — L7 M CARS, BN CANRS 5 ASBIEH CA MRS, EHFNCAK
Pt —/NSEBIRERT L& CA RSS2, tHrTLLZ CA % F i

106 5 O @ N CARRSS #RES,  InterSystems IRIS [ SEFIEL A QI E—AMEEAN, SR ERK AHBRARIE 241
X509 iEHid, FEAMRIMTCAZ AL FIREAFI X509 iEF5. X500 2 —FimlistkiFfgit, e AHSTh
#Fk (DistinguishedName, DN) GGk,
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WE AL InterSystems PKI 1RZ55 . fEIX ARG, &4 InterSystems IRIS FIF/ NSl fEeks 1 F 9]
#1/E RN CA (X B FEFN CANRSS ) FASH #2 /F 9 CAK P it AT — RAIMAIEERE . IXLOPIRE

1. Kl #1 0 E N CA RS &5

2. Vs #2 Be B CAK ) Ui

3. fECAZFf L, [ CAMSHIRAE %41k R (CSR)

4. {ECAJR% b, AFCSR

5. fE CA%Z /i b, M CANRS & T HE HIIEFH CA S5 ##iETS

HEHR:

InterSystems PKI AH 47 /&%

BEAt, AR 7R 9 AANE A AR AT PRI 27 RGeS RiE 1 e E AME H CA R
Bln, e NEUCERY, TSRS CA RS AR . A" /G (BUREUR RS
SMMEM RS b, ARG AR ATTRICEIE R, PROYIXAT RE2 X% 61 CA RIALEI R 2248,
M & S S RS PRI AR At SR i, T2 A CARIE BB ATTE T .

AU, AEF MU FRUE ARV SR A H 365 A SCRZR > TP 3T Y InterSystems IRIS K2
BIER— GHLE B WA RIS, XA HRNAZERAE MM E R A A X
s RS ES)  BAFRAE—DINER AN B b IR PIDNZH XA CA IR

WEARERIE T — N RS, HRE PKI LRI 1 BB ERAE . A OAE T A B R G 8 A
InterSystems PKI [ 5 £ #4115 2, 15 = W The InterSystems Public Key Infrastructure
C {InterSystems AFHREAHE Y O »
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3.1 R i

BAF FXAMER, B FEEPAS IEAEIBAT 1 InterSystems IRIS S24 . 3X 6 5241 0] DAZEA B AR F I EALE, (B A%
FH A 28 13 BUR

&5 InterSystems IRIS (135 2 E045 2R S ) O B RN G 8% VAL S 9); 128 B 75 28 G IEAE TAE I RGHE
B OB EN L AUH HRA MY AR o JC T T a2 ) Ses] (15 B COnSIE6E e wl s R ) 5
%) , %2 W InterSystems IRIS Basics:Connectingan IDE  ( (InterSystems IRIS #7#: ##%—NDE) ) H]
Deploying InterSystems IRIS (3% InterSystems IRIS)

3.2 KB #1 BL BN CA IR 22

TSz m] #1 o BN CA RS 25

1 f#H InterSystems IRIS Basics: Connectingan IDE ¢ (InterSystems IRIS Z44: i##—7IDE) ) *H'URL
described foryour instance  CAHEIISEBIHTATURL) , ZE RIS 887 T 526 P H#E] - (Management
Portal) .

2. 3t Public Key Infrastructure (/A 41EREHE) UL [H(System Administration (RZ&HE) >Security (24) >Public Key
Infrastructure (/2 4ZERBHED )o

3. {E Public Key Infrastructure (/A43#miEH) UL L, 7F Certificate Authority Server GEBMEHMREE) T, LR
Configure Local Certificate Authority server (REAMEBMRIERER) . XK BR N TR :

*  File name root for Certificate Authority’ s Certificate and Private Key files GIEFAR R SIFEFF0FAEH ST RS04 1D
BETBL )N FLcA (FARMEEFBAA NI (First Look Certificate Authority ) ). HAMER] Frca
VENAH ST AIET U A2 FR, FTCARARH R AE FLCAkey H 5 TTTUETS UITE FLCA.cer H .

*  Directory for Certificate Authority’ s Certificate and Private Keyfiles GE-BARRNMHREBRREGI SN ER) —Hi
AN flca. XHTE install-dinmgn FEIEE fica H 3% (install-dir 25261123 H ), 4% FLCACAIEH
AR SCAFBAE AR . B A] Lhri i Browse (3l KESHE—MARMIAIE: HORXFEHINT, Hikd
(Directory Selection) X}iEHESFT7F 2 install-dirimgn
4. fHifiNext (F—) 4k4E.

5 MBI TE, BALCMA:

e Password to Certificate Authority's Private Key file GiE 3 SURHUMIREIS IR T Confirm Password (AR
— By NERD DU A A CA IRV S . BRATE VIS myflcapw, XFFELEX B A — 020911
Rl

e 1E Certificate Authority Subject Distinguished Name GEBMEAMILHEELZHK) [, 7E Common Name GEFLHK)
B — B AR IRIE CAR First Look CAs
WIERIEE A InterSystems PKI AT IR AR MAAIZLLS, MIEECE CA IRFAnT, W AT B, LA
BFE M TT2EE CATE R T IR o X FXAEARME (First Look) , #&ATLABKE &,
6. iiisave (8% . InterSystems RIS ERll MK, Fomdh:

Certificate Authority server successfully configured.

Created new files: C:\InterSystems\MYIRIS1\mgr\flca\FLCA.cer .key, and .srl.
Certificate Authority Certificate SHA-1 fingerprint:
E3:FB:30:09:53:90:9A:31:30:D3:F0:07:8F:64:65:CD:11:0A:1A:A2

X % B InterSystems IRIS C.& $14T 1 LA T HAE:

o QIE—ADEYIX.

o CKAVHORAE R TEE SO E, IR S S8 E AR A4 PR
o QNS AP BEZY CAIET.
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o CRHEBRARIETE RSO E, I SRS KR AR

o GE— MR IIEBEER T EERS, 5 HAAMEE SIFBARHMEE SR SRL (751D 4,
(BER CA MIURHFTHRIE T3S, InterSystems IRIS #REARME X MNP ARGIE D — NE—HIFAS, SR )51
B SRL XA A

3.3 %5 #2 iR B N CA B P 5

TN Sz Ap] #2 o B N CA 7 i -

1.
2.

5.

RV I SEBIA T URL, LRGS0 Waas FRIT Tse Blf & 211/ (Management Portal)

1\ Public Key Infrastructure (2A43%RE¥H) UL HI(System Administration (RZEHE) >Security (%24) >Public Key
Infrastructure (A ZHERBHD ).

1E Certificate Authority Client GEHREHZ M) |, 1EHF Configure Local Certificate Authority Client (Bt & Z<HiE
HFRHNAES R , XSEM U ERIRZ N F B

HE LT 7B, HAL BT s HERME . 7E E—d, SR 7 Sefil#1 0 E AR R web iz 55 4%
i I, A AEIX BN . EHE T (Management Portal) URL .

*  Certificate Authority server hostname GEHMEHMIESBIHLL) ——iafT CA MRS A3 PIEALT 1P Hodik 5
DNS 40k, RISEG]#1 5 FEAL.

*  Certificate Authority WebServer portnumber GE-RBSURHIMZ S B 05 ——F N CA RS 23 HISL 61 web
55 15, AL p#1.

e 7F Localtechnical contact (AHHEAREERAN) #5757, Name (&%) —LffEH. (XNMFBOE Ui HI, KN CA
M55 2 L ATH "B CAR M im NBAREE . BUAEEBRERCE CA% o, X ERE CARS A, BT
LB R EANTRI AR ARBER N . D

ER: AR, PKI ATRERR B AMNEC R (E B, WITE Local technical contact (M REERA) X1, X4k
EERAN T B RIE, T R R NS B IR — I .

S save (27 o

InterSystems I RIS i i 2 s BHC B L BAA LA (Certificate Authority, CA) %/ " ir45 B KB I

JATESEH #2 b, M CARFZBETIEFZELIER (CSR)

Rk, fEefl#2 b, WM CAMRS AL —MEHZ41ER (CSR)

1

3

B8R TE Public Key Infrastructure (/3 4AZEREBHE) ﬁﬁ(System Administration (RGEH) >Security (Z4) >Public

Key Infrastructure (A%ZERIME) ), 7T Certificate Authority Client (IEBARNMZE ) F, HEFE Submit Certificate

Signing Request to Certificate Authority Server (FRERMEAIMRES BRLIERELER) , KEERILNHIFE.

2R IHE A, HAth B S el BRAE:

*  File name root for local Certificate and Private Keyfiles (Z#iFH RIMAANHELR) EETFBEL) —HA
FLCAclient (B ARMEEAFPMARHNANIE %G (First Look Certificate Authority client) ). Xfdif T

FLCAclient {EARHCAHFFNERCHHIAFR, FHAEHTE FLCAdientkey 1, TUEF AR P H UAE
FLCAclient.cer 1,

e {E SubjectDistinguished Name (E&ELEHLHK) N, fE CommonName GEEAHK) T-BH—HHiA FL ca

cliento

B R SE X B, I il save (RE) o TR, InterSystems IRIS ¥ Z R i1 M SR -
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Certificate Signing Request FLCAclient successfully submitted to the Certificate Authority
at instance MYIRIS1 on node FLCATEST.COM.
SHA-1 Fingerprint: C2:B0:D6:0D:D6:AB:43:DF:7F:B1:22:AE:14:D7:45:FF:CC:0C:20:D0

4. JEEF, #EZ44E ] InterSystems IRIS 1) 2 74255 T CSR.

35S #1 F, ¥ CSR

FESBI#1 (CAIRSS &) b, ALFEICSR, K IHHANIET:

1. EEHT/ (ManagementPortal) i, #EA Public Key Infrastructure (A&HZRERHD UL HI(System
Administration (RZEH) >Security (£4) >Public Key Infrastructure (2 #ERIBIE) )o

2. 1E Public Key Infrastructure (A4IER%EH) TR [, 1F Certificate Authority Server GEBMENMBRER) [, &H
Process pending Certificate Signing Requests (bEAFAHMERELER) » Bk H CA & i Ff5 A3 CSR.

o FAE W LEH InterSystems IRIS #1222 D) REf) CA R Ui MUK UETS, Fif LATE Certificate Usage (il
#eAD T, BATCUREEERA R TLS/SSL, XML encryption and signature verification (TLS/SSL. XML & f1%4
BiF) .

o fEAHEY, BHRIEIGUECAR P S, B, ATERUATHITIE—1T9; B, fERequest
Content GERWZ) I, By CAZ P i I HLIE SRS AR FHB AR, X8 v el g H s B BRER AT 1 9
SR B B4

4. i issue Certificate (SRREF) » XK 5 EU M T 78 Password for Certificate Authority's Private Keyfile GE 3R
HRL SR L

5. 1E Password for Certificate Authority's Private Keyfile GEBMEHARSCHARER FEH, MiAmnyflcapw, X
FEIEAENC B CA RS 2 I B ) 265 o

6. i Finish (2R KEIEHEH. IRISER—%KER, W

Certificate number 2 issued for Certificate Signing Request FLCAclient

InterSystems IRIS ILAE CLGE TiEF . WIERCAR i 7 HECRB RN B ARk, 1Z3hbie 2 ics)
UEF AT T SRR .

3.6 FELH #2 £, M CA IR%a TEERET M CA iR 55 #ES

TR G P AR CA R i M CA RS 4% N E CA RS54 E BAIE 3 CRiET:

1. fEEH[TF (ManagementPortal) w1, 7ESKFI#2 b, HEA Public Key Infrastructure (/A43%mEEHD UL (System
Administration ( RZ®EE) >Security (£4) >Public Key Infrastructure (2 4FRERIBHE) )o

2. 1E Public Key Infrastructure ( A4ERIBH) TR I, 7E Certificate Authority Client GEHBEVMZESH |,
1 Get Certificate(s) from Certificate Authority server (MIE B RNAIRE RKDGEHR) -

3. HEERBIFET, H— GetCertificate Authority Certificate (GKEGERMEHMER) &4 . S, & F#HCA
E&%%&H‘JEE:FB7 ﬁi%#%{%:%\’ ﬁ[l:

Certificate Authority Certificate
(SHA-1 Fingerprint: 8A:38:C9:06:50:A0:4F:71:86:2B:69:4C:A2:42:E0:43:28:C8:70:EB)
saved in file "c:\intersystems\MYIRIS2\mgr\FLCA.cer"

4, F—IR A Get Certificate(s) from Certificate Authority server (MIEBMANARSEBKBGEHR)
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CAUIEB RSN 7 CAZ P Pk +.  miATo5 U0 cet GREOD %5 IXE T E  CA% ) i (E,
HRR—FEE, .
Certificate number 2

(SHA-1 Fingerprint: 2E:82:27:73:72:38:BC:71:36:70:DC:9E:0D:EF:E6:BC:0D:A9:95:CD)
saved in file "c:\intersystems\MYIRIS2\mgr\FLCAclient.cer"

T RGN —F

IEIUER

1.

o~ w0

# InterSystems IRIS f)—/MSEFIAC E N CA IR %5 35

# InterSystems IRIS ] 53— S BL & CA %/ Ui

M CA% i) CA e 9% s $E ATIE 1585 4415 K (CSR)

7E CA k55 ¥ FAbPE CSR

K CANRSS BHOUEF AN CA % 7 3 F ) CAIE S I CA IR 5545 T #RE CA %/ b

X ERE EIAEH 1 InterSystems IRIS S 2 — M IEF IEITHICA RS &, 53— InterSystems IRIS SE4] & —
AMEHRIBATI CAK . WIERIESE 53—~ InterSystems IRIS S E & CA % i, FNEEANSEGIANE TLS i

B, IR I AT USSR Y5 R XS e e ims et 1.
ER: A IEIE— T XA R RGO RER DAL — A2 &, RUYCARIRAEH C e AR

ATERAT. TR R RGO PRI AR KRB, T4 CA RO B R 200, W
FAELE 7= RGP ALY, A SFC AT, BRI . M55SR . 1 T ik TR
InterSystems |RIS HAE2 4h, /R ZEA6E FLLLSCRH CA IR 25 S AL B AT S AT (TR 1,

4 T fBA K InterSystems PKI I E ZEE

A % InterSystems PKI 152 80 RS, 1525 W The InterSystems Public Key Infrastructure ( {InterSystems /A #13&5 15
JEY D .
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