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Walk through of deploying InterSystems API Manager (IAM) on AWS
EC2

In this article, | am trying to walk through my deploying step of IAM on my EC2(ubuntu).

What is IAM?

IAM is InterSystems API Manager
you may reference to the link below to get more idea about IAM

https://docs.intersystems.com/components/csp/docbook/Doc.View.cls?KEY=PAGEapimgr

[1 111

API Callers InterSystems IRIS APls

Before deploying IAM

Check the license of your API host
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|nterSY5temS'" Management Portal

IRIS Data Platform
. Server abb5182f1c9a Namespace %SYS User kate Licensed To Sales Engineers_Adv.Server 1AM Instance RIS

System > Licensing = License Key

License Key [ Print I[ Activate New Key

Current license key information for this system:

License Capacity InterSystems IRIS for Health Advanced Server 2022.1, Server:128. Core Capacity, Container{Ubuntu-x64)
Customer Name  Sales Engineers_Adv.Server_|IAM

Order Number 5

Expiration Date ¢ N Ot yet ex p i re

Authorization Key 852650000000000
Product=Server
License Type=Core Capacity
Server=Multi
Platform=Container{Ubuntu-x54)
License Units=0
Licensed Cores=128
Authorized Cores=128
Extended Features=
- Interoperability
- Analytics Run
- Analytics Analyzer
- Analytics Architect
- NLP

gt Have APl Managemant

<:| feature

Enable the User IAM
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<« C A Notsecure | 18.143300.XX :52773/csp/sys/sec/%25CSP.ULPortal Users.zen? S NAMESPACE=%255YS

InterSystems-

IRIS Data Platform
Server aGb5182f1c%a

System > Security Management = Users

Namespace %5SYS

U Se rS [ Create New User

Management Portal

The following is a list of user definitions:

Filter: Page size: |0
Name Full Name
Admin System Adminisirator

CsPsystem  Web Gateway user

HE Zewices HealthShare Services (Internal use - not for login)

SuperUser System Super user

UnknownUser Unauthenticated user
Ensemble
PUBLIC
SYSTEM SOL System Manager

Deploy IAM

Reference

(Internal use - not for login)

Max rows: | 1000

User for fapiiam Web Application

Interoperability Manager (Internal use - nof for login) Yes

User kate

Resulis: 13 | Page:

Licensed To Sales Engineers_Adv.Server_lAM

1] of 1

Enabled Namespace Routine Type

Yes Password user Delete Profile
Yes Password user Delste Profile
No Password user Delefe Profile
Yes Password user Deleie Profile
Yes Password user Delste Profile
Yes Password user - Profile

Password user Delefe Profile

No Password user - Profile

Yes Password user - Profile

https://community.intersystems.com/post/introducing-intersystems-api-manager

Download the image from the following link

https://wrc.intersystems.com/wrc/coDistGen.csp

I downloaded the following version to my pc

Instance IRIS

InterSystems Components

Please contact InterSysiems Support If the kit you are looking for s not present

Click here to return to the main distribution page.
Gomponents
Name Product Version Maint Build os Arch FileType  Size(Mb)  Download ... Checksum (Mds)
S ) 12( Un 4 oz 29 (€]
s 0 12 Un 2 ® d4
S 4 1] @
IS 4 180 ® 300531208cead076c296628bd5clfBcab
3 r ®
nterSystems AP| Manager (IAM) 4 T o] 2503b11de5b16eba500d500207 eal ad

Upload the image to my EC2

n InterSystems:
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| use the command scp to upload the image to my cloud

Make sure docker and docker compose are installed

If not, please reference to the following link

https://docs.docker.com/engine/install/ubuntu/

Untar the image file
tar zpxvf IAM-3.0.2.0-4.tar.gz

:~5/ docker compose wersion
verslion v2.16.0

:~$% mkdir iris

:~5 cd iris/

i~firis$ Gcp ../ /fromSCP/IAM-3.0

:~firis$| tar zpxvf IAM-3.0.2.0-

ripta/iam—upgrade—db/
ripts/iam—upgrade-db/scripts/
ripta/iam—upgrade—db/acripts/docker—upgrade
ripts/iam—upgrade-db/scripts/docker-compose.yml
ripts/iam—upgrade—db/scripts/Dockerfile
ripts/iam—upgrade—db/RELADME .md
ripts/iam—setup.sh
ripta/iam—test.sh

TAM/scripts/docker-compose.yml

IzM/readme.txt

TaM/FEULA . pdf

TAM/iam image.tar

ubuntu@ip-172

readme . txt
ubuntullip—1/S-3]1-l:~/1r1s/ IAMS

Load the image into docker

sudo docker load -i iamimage.tar
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ubuntu@ip-1 3 firiss cd IAM/

ubuntu@ip-172-3 firis/IBMS ls

EULA .pdf readme . txt

ubuntu@ip-1 3 l- firis/InMS ) i iam image.tar

.ded7a220bb05: Loading layer [= 7.338MB/7.338MB

eaf02a0b2219: Loading layer 85.36MB/85.36ME

73d2eBatefbf: Loading layer 388.3MB/ 388
Loading layer 3.584kB/3
Loading layer [= 201.2kB/201.2kB
Loading layer 356.4kB/356.4kB
Loading layer 13.31kB/13.31kB
Loading layer [= 20.99kB/20.95kB
Loading layer 12.8kB/12.8kE
Loading laver 4.096kB/4.096kE

Loaded image: intersystems/iam:3.0.

ubuntu@ip-1 ] firis/IaMS

Run the iam-setup.sh
source ./iam-setup.sh

untu@ip- Blz:~firi $ scripts
untu@ip-172-31- 8 iri iptss Is
ocker-compose.yml iam-setup.sh iam-test,sh _iam-
untu@ip-172-31- 8 firis/TIaM/ ipts$] source ./iam-setup.sh
elcome to the In 3 s RIS and InterSystems API Manager (I2M) setup script.
i URL environment varisble that is used by the IAM container to get the IAM license key from InterSystems IRIS.
tory, name and tag for your IAM docker image:

./iam-setup.sh
elcome to the Inter: : stems API Manager (IAM) setup .
This script sets the ISC_IRIS_URL environment variable that is used by the IAM container to get the IAM license key from InterSystems I
Enter the full image renository, name and tag for your IAM d er image:
intersystems/iam -4
Enter the IP address for your InterSystems IRIS instance. The IP address has to be ac ssible from within the IAM container, therefore, do not use "localhost"™ or
Instead use the IP address of your local machine. If IRIS is running in a container, use the IP address of the host environment, not the IP address of the IRI3
18.143
Fnter the web server port for your InterSystems IRIS instance:

Enter the password for the IAM user for your InterSystems IRIS instance:
Re-enter your password:

If local policy requires that HTTPS be used for communication, please provide the full path to your CA Certificate file now. Otherwise hit "Return":

If your InterSystems IRIS instance is only ac ia i cspConfigName URL prefix, please provide the pre with a trailing slash (/) now. Otherwise hit "Return":

[Your input.
Full image repository, name and tag for your IAM d
IP address for your InterSystems IRIS instanc 1
eb server port for your Inter3ystems IR instanc

ertificate for HTTPS:

onfigName URL prefix:
ould you like to continue with these inputs (y/n)?
Y . . . .
etting IAM license using your inputs...

essfully got IAM license!
The ISC_IRIS URL environment variable was set to: IAM:wwwwwwwwsg1g 143 E8A.E®:52775/ap//iam/license
IARNING: The environment variable is set for this shell only!
To start the serw 3, run the following command in the scripts dir ory, docker compose up -d
To stop the services, run the following z i ripts directory:  docker compose down
URL for the IAM Manager portal: http://l

2 o/ Tz

753

Edit the file : docker-compose.yml

In order to let us visit the IAM Ul from the environment outside the EC2, replace the localhost by the EC2 public
address in the parameter KONGPORTALGUIHOST and KONGADMINGUIURL

vi docker-compose.yml
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iam

image: 1ntersystems/iam:3.0.2.0-4

depends on
- dar

environment
KONG ADMIN ACCESS LOG: /dev/stdout
]"'..{'ZI'NG P.[JMIN ERRHR L{'ZI'G de?fqtderr
]"\{}NG A[JMIH LI::TEN 0.0 )
RC :-NG ANONYMOUS REP{ JRTS

RC JNG CAS ::.-P.NIJRA CONTACT PO
RC }NG DATRABASE: postgres

KONG PG DATABASE: ${KONG PG DATABASE:-iam]}
KONG PG HOST: db

KONG PG PASSWORD: ${KONG PG PASSWORD:—iam]}
KONG PG USER: $[RONG PG _USER:-iam]}

KONG PROXY ACCESS LOG: /dev/stdout

KONG PROXY ERROR L.0G: /dev/stderr

KONG PORTAL: 'on'

H{'}H['i-_F‘{'}'RT.E.T. (LT PROTON 0T, httr

KONG_PORTAL GUI_HOST
it L 11D //yourEC2publicAddress

Start the container

sudo docker compose up -d

ubuntu@ip-172-31-23-81:~/iris/IAM/scripts$||sudo docker compose up -d

docker-proxy ock ctuptool.sh domainname
dockexd ac h done

[CONTATINER ID  IMAGE [ CREATED STATUS PORTS

42 seconds ago seconds (healthy) 0.0.0.0:8000-8004->8000-8004/tcp,| : : : 8000-8004->8000-§
Exited (0) 25 seconds ago

42 seconds ago Up 40 seconds (healthy) 5432/tcp

Check the IAM UI

You can access the Ul of the IAM by the following link

http://yourEC2publicAddress:8002/overview
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|]Inter5y5terns Workspaces  Dev Portals
Reimesgimirs
Workspaces
Overview
A
0 0 1 259 days
|
‘ Total traffic Laten . :
0
No data available
|
|
Workspaces
E default
0 Requests 0% Error Rate

#AWS #Cloud #InterSystems API Manager (IAM) #InterSystems IRIS #InterSystems IRIS for Health

Source
URL:https://community.intersystems.com/post/walk-through-deploying-intersystems-api-manager-iam-aws-ec2
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