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Question
Menno Voerman - Nov 4, 2022

Difference of $SYSTEM.Encryption. AESCBCEnNcrypt with C#
implementation

Hi All,

Hopefully someone can help me with this case. | need to encrypt a text(querystring) with an AES265 encryption.
An other vendor is decrypting this information. | have a working class in C#. I've tried to build the same in
Objectscript for the encrypt part but there's a missing link somewhere. What's the difference between the C# and
Objectscript implementation?

Objectscript code (until now):

Cl ass TEST. ENCRYPT
{

/1 Symretric Keys sanple to encrypt

Cl assMet hod DoAESCBCEncrypt () As %St atus

{
set key="pZR8qfrz7t 47G+tdboyJCHANNIRr F+dJbvxq37y/ cLUo="
set iv=##cl ass(%opul ateUtils). StringM n(16, 16)
Wite "Key="_key,!
Wite "IV="_iv,!
Set ivBase64 = $SYSTEM Encrypti on. Base64Encode(i v)
Wite "lVBase64="_ivBase64,!

set plaintext=

"This is just an encryption test with AES256, bl ocksize 128, paddi ng PKCS7, npode, CBC

with an IV of 16 bytes”
Set t ext =$ZCONVERT( pl ai ntext, " O", "UTF8")
Wite "Text UTF-8: " _text,!

Set encrypt ed=$SYSTEM Encr ypti on. AESCBCEncrypt (t ext, key, i v)
Set Encrypt edBase64=$SYSTEM Encrypti on. Base64Encode( encr ypt ed)
Wite "EncryptedBase64: " EncryptedBase64, !

Set encrypt edConpl ete = i vBase64_ Encrypt edBase64
Wite "EncryptedBase64WthlV: " _encryptedConplete,!

Set ciphertext = $$$URLENCODE( encrypt edConpl et e)

wite "URL Encoded: " _ci phertext,!
return $$$K

This give this as example output:
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URL Encoded: ZIR3ckxhVmxBZXJKZIpLQg%3D%3D8TvyqZNAFsv7NbOHYKGIfrPmUOkeQ2r%2BKZ%2BThSzVd
1tqoyziSpRIsjQP/PENAZRY5HzybCdFBDth%0D%0AD8WNTNVIOFcXsHqk/GOhce1xdPlyJFg85IILUBIG 74IhAjtvb
%2BN4eMY6jg05HKGejXII0E08Q%3D%3D

When decrypting with the C# code, | get the following eror.

ICryptoTrans m cryptoTrans fc mDecrypt = DecryptProvider.CreateDecryptor();
byte[] numArray = Convert.FromBaseeastring(toDecryptiWithoutIV);
string decrypted = Encodlng UTF8.GetString(cryptoTransformDecrypt. TransfermFinalBlock(numArray, 8, (int)numArray.length)); €3

Console.WriteLine("Decrypted: ™ + decrypted); Exception Unhandled I x
Console.Writeline ("sitts DECRYPTION END #stas4") 5

System.Security.Cryptography.CryptographicException: ‘Padding

is invalid and cannot be removed.'
tic AesCryptoServiceProvider CreateCryptoProvider(byte[] HashedKey, byte[] IV)

ew Details | Copy Details | Start Live Share session...
return new AesCryptoServiceProvider()

T b Exception Settings

| see a few things. When running the decrypting code the 1V looks fine, also the "To Decrypt without IV" decrypt
looks fine (it matches the output of the Objectscript implementation). So | think there's a difference in
implementation of the encryption itself but how to find the difference?

iSpRIsjQP/pEnAz zybCdFBDth

jQP/pEnAZRYSHzybCdFBDtD

zybCdFBDtb

HHHHEH

See complete enrypt/decrypt C# code below.

usi ng System
usi ng System Security. Cryptography;
usi ng System Text;

cl ass Program
{
static void Main(string[] args)
{
string toEncrypt =
"This is just an encryption test w th AES256, bl ocksize 128, paddi ng PKCS7, node, CBC
with an IV of 16 bytes";
string hashedKey = "pZR8qfrz7t47G+dboyJCHANNIRr F+dJbvxq37y/ cLUo=";
Consol e. Wi teLi ne("SECRET KEY / HASHED KEY: "+hashedKey);
Consol e. WiteLine("");

Consol e. WitelLine("What to encrypt/decrypt: " + toEncrypt);
Consol e. WitelLine("");

/1 Ecnryption Parts
Consol e. Wi t eLi ne( " ######## ENCRYPTI ON START ########" ) ;

Consol e. WitelLine("To Encrypt: + toEncrypt);

//create |V
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byte[] IV = new byte[ 16];
(new Randon{)). Next Bytes(IV);

AesCrypt oSer vi ceProvi der cryptoProvider = CreateCryptoProvider(Convert. FronBase64St
ri ng( hashedKey), 1V);

| Crypt oTransform cryptoTransform = crypt oProvi der. Creat eEncryptor();

byte[] bytes = Encodi ng. UTF8. Get Byt es(t oEncrypt);

string encryptedUnfornmatted = Convert. ToBase64Stri ng(crypt oTransform Transf or nfi nal
Bl ock(bytes, 0, (int)bytes.Length));

Consol e. Wi teLi ne("encrypt edUnformatted:

+ encryptedUnfornatted);

//add Random |V
string random VBase64 = Convert.ToBase64String(lV);
Consol e. Wi telLi ne("random VBase64: " + randomnl VBase64);

encryptedUnformatted = string. Concat (random VBase64, encryptedUnformatted);
Consol e. WitelLine("Wth Random1V: " + encryptedUnformatted);

/l escape string
string encryptedFormatted = Uri. EscapeDataString(encryptedUnfornatted);
Consol e. WitelLine("encryptedFormatted: " + encryptedFornatted);

Consol e. Wi t eLi ne( " ######## ENCRYPTI ON END ########" ) ;

Consol e. WiteLine("");

Consol e. Wi t eLi ne( " ######HHH AR B HHHHHH R HHHHH AR HH P H PR )
Consol e. WitelLine("");

Consol e. Wi t eLi ne( " ######## DECRYPTI ON START ########") ;

/1 Decryption Part
string toDecrypt = encryptedFornatted;

/1toDecrypt = "ZI R3ckxhVnmkBZXJIKZI pLQy¥8D¥8D8TvyqZNAFsv7NbOHYKd f r PrJCke@r ¥2BKZ92BThS
zVd1t goyzi SpRIsj QP/ pEnAzRY5HzybCdFBDt b%®DY® ADSBWNTNv 1OFc XsHgk/ GohcelxdPl yJFg85I | LUf Bl G
741 hAj t vb9®2BN4eMY6j gO5HkGej Xl | oE08QBDYBD" ;

Consol e. WiteLine("To Decrypt: " + toDecrypt);

/] de- escape string
string deEscape=Uri. UnescapeDataString(toDecrypt);
Consol e. WitelLi ne("De-Escaped: " + deEscape);

/lget 1V
string ivString = deEscape. Substring(0, 24);
Consol e. WiteLine("IV String: " + ivString);

byte[] |VDecrypt= Convert.FronBase64String(ivString);

string toDecrypt WthoutlV = deEscape. Substring(24);
Consol e. WiteLine("To Decrypt without IV: " + toDecryptWthoutlV);

AesCrypt oServi ceProvi der DecryptProvi der = CreateCryptoProvider(Convert. FronBase64S
tring(hashedKey), 1VDecrypt);

| Crypt oTransform crypt oTransf or mDecrypt = Decrypt Provi der. Creat eDecryptor();

byte[] numArray = Convert. FronBase64String(toDecrypt WthoutlV);

string decrypted = Encodi ng. UTF8. Get Stri ng(crypt oTransfornDecrypt. Transf or nFi nal Bl o
ck(numArray, 0, (int)numArray.Length));

Consol e. WitelLine("Decrypted: " + decrypted);
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Consol e. Wi t eLi ne( " ######## DECRYPTI ON END ########") ,

}
static AesCryptoServi ceProvi der CreateCryptoProvider(byte[] HashedKey, byte[] V)
{
return new AesCrypt oServi ceProvider ()
{
KeySi ze = 256,
Bl ockSi ze = 128,
Key = HashedKey,
IV =1V,
Paddi ng = Paddi ngMode. PKCS7,
Mode = Ci pher Mbde. CBC
b
}
}

#Encryption #ObjectScript #Caché
Product version: IRIS 2021.2
$ZV: IRIS for Windows (x86-64) 2021.2 (Build 649U) Thu Jan 20 2022 08:46:32 EST [HealthConnect:3.4.0]

[HealthConnect:3.4.0]

Source
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