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In this article | will demonstrate basics of OAuth2 authentication with GitHub account with the help of online demo
https://dappsecurity.demo.community.intersystems.com/csp/user/index.csp by using SuperUser | SYS

Recommendations:

¢ OAuth2 Overview : https://learning.intersystems.com/course/view.php?id=252
* Documentations : Using an InterSystems IRIS Web Application as an OAuth2 Client

¢ Articles : https://community.intersystems.com/post/intersystems-iris-open-authoriza...

We need below 3 steps to achieve the desire :

* Step 1: Register Application with GitHub Authentication Server
* Step 2 : Configure OAuth 2.0 Client from InterSystems Management portal
¢ Step 3 : Call API to login with GitHub account

So Let's start

Step 1 : Register Application with GitHub Authentication Server

In order to register application with GitHub authentication server we need GitHub account.
Log in to GitHub account and navigate to https://github.com/settings/developers and under OAuth Apps tab click
New OAuth App button
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<« (& (ﬂ github.com/settings/developers @ = ‘i:r) =r @

O Search or jump to... Pulls Issues Marketplace Explore

Settings / Developer settings

GitHub Apps OAuth AppS New OAuth App
OAuth Apps /

Personal access tokens

These are applications you have registered to use the GitHub API.

Terms Privacy Security Status Docs Contact GitHub  Pricing APl Training Blog About

O © 2021 GitHub, Inc.

Enter Application name, Homepage URL, Description and Authorization call back URL
Please note that Authorization call back URL must refer to OAuth2.Response.cls class
({domain}/csp/sys/oauth2/OAuth2.Response.cls)

Click Register Application
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& C @ github.com/settings/applications/new Q ® # = m

O Search or jump to... / Pulls Issues Marketplace Explore

. Register a new OAuth application

Application name *
Data_APP_Security
Something users will recognize and trust.
Homepage URL *
https://dappsecurity.demo.community.intersystems.com/csp/user/il
The full URL to your application homepage.

Application description

Application description is optional
A

This is displayed to all users of your application.
Authorization callback URL *

https://dappsecurity.demo.community.intersystems.com/csp/sys/oz

Your application’s callback URL. Read our OQAuth documentation for more information.

Register application (

This will open detail page. Click Generate a new client secret and save Client ID and Secret Key which we will use
while configuring IRIS OAuth2 client
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O Search or jump to...

Pulls Issues Marketplace Explore

Settings / Developer settings / Data_APP_Security

R

General
Optional features

Advanced

O Search or jump to...

Application is registered successfully

Data_APP_Security

=~ mwaseem?75 owns this application.

You can list your application in the GitHub Marketplace so that other
users can discover it.

0 users

Client ID
f6010147d2602a7199%

Transfer ownership

List this application in the
Marketplace

Revoke all user tokens

\

Client secrets

You need a client secret to authenticate as the application to the API.

Pull requests Issues Marketplace Explore

Settings / Developer settings / Data_APP_Security

General L
Optional features

Advanced

Data_APP_Security

w = mwaseem75 owns this application.

You can list your application in the GitHub Marketplace so that other users can
discover it.

T user

Client ID
cb278ccdco3bdb787728

Client secrets

FEAE=IAG42952
p Added 7 hours ago by mwaseem75

Last used within the last week
Client secret

Application logo

Generate a new client secret

Transfer ownership

List this application in the
Marketplace

Revoke all user tokens

Generate a new client secret

You cannot delete the only client secret. Generate a new client secret first.
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Step 2 : Configure OAuth 2.0 Client from InterSystems Management portal

Navigate to System > Security Management > OAuth 2.0 Client and click Create Server Description button

System > Security Management > OAuth 2.0 Client

OAuth 2.0°Client [T smerossomior 4

The following is a list of OAuth 2.0 server descriptions:

Page size: |0 Max rows: | 1000 Results: 0 | Page: [ 4] of 1
Issuer Endpoint Client Count
No Resuits

Click Manual button from top and enter below details and Save the server description

System > Security Management > OAuth 2.0 Client > Server Description - (security settings)®

Server Description l Save ]l Cancel ] Discover and Save I[ Manual

Use the form below to create a new OAuth 2.0 server description:

Issuer endpoint | https://github.com/login/oauthfauthorize
Required. Endpoint URL fo be used to identify the authorization server.

SSLITLS configuration | ISC.FeatureTracker.S3SL.Config V|
Required if S5L used for discovery.

Registration access token |
Optional.

s

Authorization server | This section describes the authorization server to be used

Authorization endpoint
| https:/fgithub.com/login/oauth/authorize &~ |
Required.

Token endpoint /
| https:/fgithub com/login/oauth/access_token |

Required.
Userinfo endpoint

Token introspection endpoint

Token revocation endpoint

JSON Web Token (JWT) Settings | gqyrce other than dynamic registration

Navigate back to System > Security Management > OAuth 2.0 Client and click Client Configurations
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SysIL\m > Security Management = OAuth 2.0 Client

OAuth 2.0 Client [Cecrete server vescription

The following is a list of OAuth 2.0 server descriptions:

Page =ize: |0 Max rows: | 1000

Issuer Endpoint

https:ffigithub.com/ogin/oauth/authorize

Results: 1 |Page: 11] of 1

Client Count
0 Client Configurations Delete

In General tab fill the details. Please note that Client redirect URL is same what we entered in Authorization
callback URL while registering our application at GitHub

/ General \( Client Information L "\\ JWT Setiings \\ Client Credentials -\

Application name

Client name

Description
Enabled
Client Type

SSL/TLS configuration

Client redirect URL

Required grant types (check at least ong)

Authentication type

| Data_APP_Security |
Required. Local name of the client application.

| Data_APP_Security |
Global name to be used for dynamic registration

| Data App Security Application for Authorization, Authentication and Auditing

(7) Confidential (g)Public (7) Resource server

|ISC FeatureTracker SSL.Config |
Required.

The client URL to be specified to the authorization server to receive responses.

https://dappsecurity.demo.community.intersystems.com/csp/sys/oauth2/0Auth2.Respons
e.cls y
Use TLS/SSL

Host name Port Prefix

|dappsecurit\,r.demo.communi| |
Required. Optional. Optional.

Authorization code

[ implicit

] Resource owner password credentials
[ client credentials

() JWT authorization

(ymone () basic ® form encoded body @] client secret JWT O private key JWT

Under Client Credentials enter Client ID and Client Secret which we generated while registering our application at
GitHub and save the client configuration

f[}g,

This client's credentials | ~jient ID

' General )/ Client information ) JWT Settings }/ Client Credentials

s

[cb278ccdc03bdb787728 i

Required

Client ID Issued At

Client secret

|22b3136d3?516c393d9b0c334b395cb324643952 F

Required if client type is confidential.
Client Secret Expires At

Registration Client Uri

Page 6 of 9



OAuth2 Authentication with GitHub account from IRIS Web Application
Published on InterSystems Developer Community (https://community.intersystems.com)

Step 3 : Call API to login with GitHub account

Navigate to online demo at https://dappsecurity.demo.community.intersystems.com/csp/user/index.csp and login
with SuperUser | SYS

Press Login with Github account from top menu

&« c 8 dappsecurity.demo.community.intersystems.com/csp/user/index.csp

"

Management Portal Web Terminal Main Tasks Data Form Login Login with Github account

User : SuperUser

Roles : %All,%DB_USER

Create TestUser

Grant Read/Write Access

Grant All Privileges

Disable WebTerminal
Application

Enable WebTerminal
Application

Disable WebTerminal
Authentication

Enable WebTerminal
Application

This will open Oauth.cls page. Make sure to logout from GitHub before trying sign in. Click Github Sign In

&« C & dappsecurity.demo.community.intersystems.com/csp/user/scw.Oauth.cls ® 0 :

Management Portal Web Terminal Main Tasks Data Form Login Login with Github account

GitHub OAuth2 API

This page demo shows how to call Github API functions using QAuth2 authorization.

Github Sign In| ——

System will navigate to GitHub authentication server by using GetAuthorizationCodeEndpoint method
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of %SYS.OAuth2.Authorization class
https://docs.intersystems.com/latest/csp/documatic/%25CSP.Documatic.cls?...

& C & github.com/login?client_id=ch278ccdc03bdb7877288return_to=%2Flogin%2Foauth%2Fauthorize%s3Fappr... o @& & 0

: O

Sign in to GitHub
to continue to Data_APP_Security

Username or email address

|Password Forgot password?

New to GitHub? Create an account.

Upon successful login system will redirect to OauthRe.cls page

< & 8 dappsecurity.demo.community.intersystems.com/csp/user/scw.OauthRe.cls

Management Portal Web Terminal Main Tasks Data Form Login Login with Github account

Successfully Authorize in IRIS via Github OAuth2

Code is available at this repository https://github.com/mwaseem75/DataAPPSecurity

Thanks

#Authentication #GitHub #OAuth?2 #InterSystems IRIS
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Check the related application on InterSystems Open Exchange

Source URL:https://community.intersystems.com/post/oauth2-authentication-github-account-iris-web-application
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