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Question
Menno Voerman - oct 15, 2021

Ignore bearer token in unauthenticated web application
Hi All,

Hopefully someone can help me with this question.

I've got a FHIR adapter service defined as described here:

FHIR Interoperability Adapter

The web application is running:

| Genaral Application Roles ‘:;' Matching Roles

Name |[FHIR-PGOI4 |

Description | |

Namespace _PGC' V] Default Application for PGO:  Iczpihealthshareipge ] Mamespace Default Application

Enable Application

Enable ® REST
Dispatch Class | HS FHIRServer HC FHIRInteropAdapter

) CSPIZEN

Security Settings
ury g Resournce Required | v| Group By ID |

Allowed Authentication Methods Unauthenticated [ Password [ Kerberas [ Login Cookie

Session Seitings
d Session Timeout | 900 seconds Event Class | | s
Use Cockie for Sassion | Mever ~ | Session Cookie Path | FHIR-PGC/r4! ~ | Session Cookie Scope| Lax  +~ | User Cookie Scope Lax

Interaperability * Production Configuration = (PGOPKG.FoundationProduction)

Production Configuration O som Name

Category Legend Production Seftings
Services + Processes + Operations +
(8 InteropService| (@) {8) BPL FHIRRequest le]
]
o]

This works well when asking the FHIR metadata | get a nice 200 response:
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Bowcly

Pre-request Script

JSON = )

GET W localhost-52773/FHIR-PGO/rd /Metadata
Params Authorization Headers (6]
Type No Auth
Body Cookies Headers (10) Test Results
Fretty Raw Freview Wisualize
1
2 "resourceType": "Capabilitystatement™,
3 "status": "active",
4 "experimental”: true,
5 "date": "2021-18-15T13:59:45Z7",
& "ropyright": "Copyright Epic 1979-2821",
7 "kind": "instance",
8 "software™: {
g "names": "Epic",
18 "version": "augustus 2821",
11 "releaselate™: "2821-18-82"
12 Fa
13 "fhirVersion": "3.8.1",
14 "acceptUnknown™: "no",
15 "format": [
16 "xml",
17 "j=on"
18 1,
19 "rest": [
20
21 "mode™: "server",
22

"security": {

Tests

Settings
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But when | want to request patient data | need to send the Access Token in the Request:

localhost:52773/FHIR-PGO/r

Bl save

GET

Cookies

3738 Save Response -

Pretty Raw Preview visualize HTML ~ = mQ

This gives a 401 error and | don't see any message at the InteropService (HS.FHIRServer.Interop.Service).
It looks like that the webapplication doesn't like the Authorization header:

Authorization Bearer X xxx
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tus: 401 Unauthorized

How can | make sure that the webapplication just ignores the Autorization header?
| only need the token on a later moment when interacting with the FHIR server.
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