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Introduction

Several resources tell us how to run IRIS in a Kubernetes cluster, such as Deploying an InterSystems
IRIS Solution on EKS using GitHub Actions and Deploying InterSystems IRIS solution on GKE Using GitHub
Actions. These methods work but they require that you create Kubernetes manifests and Helm
charts, which might be rather time-consuming.

To simplify IRIS deployment, InterSystems developed an amazing tool called InterSystems
Kubernetes Operator (IKO). A number of official resources explain IKO usage in details, such
as New Video: Intersystems IRIS Kubernetes Operator and InterSystems Kubernetes Operator.

Kubernetes documentation says that operators replace a human operator who knows how to deal
with complex systems in Kubernetes. They provide system settings in the form of custom
resources. An operator includes a custom controller that reads these settings and performs
steps the settings define to correctly set up and maintain your application. The custom controller
is a simple pod deployed in Kubernetes. So, generally speaking, all you need to do to make an
operator work is deploy a controller pod and define its settings in custom resources.

You can find high-level explanation of operators in How to explain Kubernetes Operators in plain English.
Also, a free O'Reilly ebook is available for download.

In this article, we’ll have a closer look at what operators are and what makes them tick. We'll
also write our own operator.

Prerequisites and Setup

To follow along, you'll need to install the following tools:
kind

$ kind --version
kind version 0.9.0

golang

$ go version
go version gol.13.3 |inux/and64

kubebuilder

$ kubebuil der version
Ver si on: version. Versi on{KubeBui | der Version: "2.3.1" ...
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kubectl

$ kubect! version
Client Version: version.Info{Mjor:"1", Mnor:"15", GtVersion:"v1.15. 11"..

operator-sdk

$ operator-sdk version
operator-sdk version: "v1.2.0"...

Custom Resources

API resources is an important concept in Kubernetes. These resources enable you to interact with
Kubernetes via HTTP endpoints that can be grouped and versioned. The standard API can be
extended with custom resources, which require that you provide a Custom Resource Definition
(CRD). Have a look at the Extend the Kubernetes API with CustomResourceDefinitions page for detailed
info.

Here is an example of a CRD:

$ cat crd.yan
api Versi on: api extensi ons. k8s.i o/ vlbetal
ki nd: Cust onResour ceDefinition
net adat a:
nane: irises.exanple.com
spec:
group: exanpl e.com
versi on: vilal phal
scope: Nanespaced

nanes:
plural: irises
singular: iris
kind: Iris

short Nanes:
-ir
val i dati on:
openAPI V3Schena:
required: ["spec"]
properties:
spec:
required: ["replicas"]
properties:
replicas:
type: "integer”
m ni rum O

In the above example, we define the API GVK (Group/Version/Kind) resource as
example.com/vlalphal/lris, with replicas as the only required field.
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Now let's define a custom resource based on our CRD:

$ cat crd-object.yan
api Versi on: exanpl e. com vlal phal
kind: Iris
net adat a
nane: iris
spec:
test: 42
replicas: 1

In our custom resource, we can define any fields in addition to replicas, which is required by the
CRD.

After we deploy the above two files, our custom resource should become visible to

standard kubectl.

Let’s launch Kubernetes locally using kind, and then run the following kubectl commands:

$ kind create cluster

$ kubect!l apply -f crd. yan

$ kubect!l get crd irises. exanple.com
NAME CREATED AT
irises.exanple.com 2020-11-14T11: 48:56Z

$ kubect!l apply -f crd-object.yan
$ kubect!l get iris

NAME  ACE

iris 84s

Although we’ve set a replica amount for our IRIS, nothing actually happens at the moment. It's
expected. We need to deploy a controller - the entity that can read our custom resource and
perform some settings-based actions.

For now, let’s clean up what we’ve created:

$ kubect!| delete -f crd-object.yan
$ kubect!| delete -f crd.yamn

Controller

A controller can be written in any language. We’ll use Golang as Kubernetes’ “native” language.
We could write a controller’s logic from scratch but the good folks from Google and RedHat
gave us a leg up. They have created two projects that can generate the operator code that will
only require minimum changes — kubebuilder and operator-sdk. These two are compared at

the kubebuilder vs operator-sdk page, as well as here: What is the difference between kubebuilder and
operator-sdk #1758.

Kubebuilder

It is convenient to start our acquaintance with Kubebuilder at the Kubebuilder book page.
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The Tutorial: Zero to Operator in 90 minutes video from the Kubebuilder maintainer might help as well.

Sample implementations of the Kubebuilder project can be found in
the sample-controller-kubebuilder and in kubebuilder-sample-controller repositories.

Let's scaffold a new operator project:

$ nkdir iris

$cdiris

$ gonod init iris # Creates a new nodule, nane it iris

$ kubebuilder init --domain nyardyas.club # An arbitrary domai n, used bel ow as a suff
ix in the APl group

Scaffolding includes many files and manifests. The main.go file, for instance, is the entrypoint of
code. It imports the controller-runtime library, instantiates and runs a special manager that keeps
track of the controller run. Nothing to change in any of these files.

Let's create the CRD:

$ kubebuil der create api --group test --version vlalphal --kind Iris
Create Resource [y/n]

y
Create Controller [y/n]

y

Again, a lot of files are generated. These are described in detail at the Adding a new API page. For
example, you can see that a file for kind Iris is added in api/vlalphal/iristypes.go. In our first
sample CRD, we defined the required replicas field. Let's create an identical field here, this time
in the IrisSpec structure. We'll also add the DeploymentName field. The replicas’ count should be
also visible in the Status section, so we need to make the following changes:

$ vimapi/vlal phal/iris_types.go

type IrisSpec struct {
/1 +kubebui | der: val i dati on: MaxLengt h=64
Depl oynment Nane string "json:"depl oynent Nanme""
/1 +kubebui I der: validation: M ni mum=0
Replicas *int32 “json:"replicas""

}

type IrisStatus struct ({
ReadyReplicas int32 “json:"readyReplicas""

}

After editing the API, we’ll move to editing the controller boilerplate. All the logic should be
defined in the Reconcile method (this example is mostly taken from mykindcontroller.go ). We also
add a couple of auxiliary methods and rewrite the SetupwithManager method.

$ vimcontrollers/iris_controller.go
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i mport (

// Leave

)
Il Add t

type Iri

}

the existing inports and add these packages

apps "k8s.i o/ api/apps/vl"

core "k8s.io/api/core/vl"

apierrors "k8s.i o/ api machi nery/ pkg/ api/errors
met avl "k8s.i o/ api machi nery/ pkg/ api s/ et a/ v1"
"k8s.iol/client-go/tools/record"

he Recorder field to enabl e Kubernetes events
sReconcil er struct ({

client.dient

Log | ogr. Logger

Scheme *runti ne. Schene

Recorder record. Event Recor der

/1 +kubebui | der: rbac: groups=t est. nyardyas. cl ub, resources=iris, verbs=get;|ist;watch;cr

eat e; upd

at e; patch; del ete

/1 +kubebui | der: rbac: groups=t est. nyardyas. cl ub, resources=iri s/ status, ver bs=get ; updat e

; patch

/1 +kubebui | der: rbac: gr oups=apps, r esour ces=depl oynent s, ver bs=get ;| i st;wat ch; create; up

dat e; del

/1 +kubebui | der: rbac: groups=

ete

, resour ces=events, verbs=cr eat e; pat ch

func (r *IrisReconciler) Reconcile(req ctrl.Request) (ctrl.Result, error) {

ctXx
| og

.= cont ext . Background()

= r.Log. Wt hval ues("iris", req.NanespacedNane)

/! Fetch Iris objects by name

| og.
iris

if err :=r.Cet(ctx, req. NanespacedName, & ris); err
log. Error(err, "unable to fetch Iris resource")
return ctrl.Result{}, client.|gnoreNotFound(err)

Info("fetching Iris resource")
:= testvlal phal.lris{}

= nil

err =

{

nil {

resources for Iris")

}
if err :=r.cleanupOwmedResources(ctx, log, &ris);
log.Error(err, "failed to clean up ol d Depl oynment
return ctrl.Result{}, err
}
log = | og. Wt hVal ues("depl oynent _nane", iris. Spec. Depl oynment Nane)
l og. Info("checking if an existing Deploynment exists for this resource")
depl oynent := apps. Depl oynent{}
err

= r.CGet(ctx, client.ObjectKey{Nanmespace: iris.Namespace, Nane: iris. Spec. Dep
| oynment Nane}, &depl oynent)
if apierrors.|sNotFound(err) ({

log.Info("could not find existing Deploynent for

depl oyment = *bui |l dDepl oynment (iris)

if err :=r.dient.Create(ctx, &deploynent); err
log.Error(err, "failed to create Depl oynment

return ctrl.Result{}, err

}

r.Recorder. Eventf(& ris, core.Event TypeNor mal

Iris,

= nil

creating one...")

{

resource")

"Created", "Created depl oynent
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%", depl oynent. Nane)
l og. Info("created Depl oynent resource for Iris")
return ctrl.Result{}, ni

}

if err I=nil {
log. Error(err, "failed to get Deploynent for Iris resource")
return ctrl.Result{}, err

}

| og. Info("existing Depl oyment resource already exists for Iris, checking replica
count")

expectedReplicas := int32(1)
if iris.Spec.Replicas != nil {
expectedReplicas = *iris. Spec. Replicas
}
i f *depl oynent. Spec. Replicas ! = expectedReplicas {

| og. Info("updating replica count”, "old_count”, *deploynent.Spec.Replicas, "n
ew_count", expectedReplicas)
depl oyment . Spec. Repl i cas = &expect edReplicas
if err :=r.dient.Update(ctx, &deploynent); err !=nil {
log. Error(err, "failed to Depl oyment update replica count")
return ctrl.Result{}, err

}

r.Recorder. Eventf(& ris, core.Event TypeNormal, "Scal ed", "Scal ed depl oynent %
g to %l replicas”, deploynment.Nane, expectedReplicas)

return ctrl.Result{}, nil

}

log.Info("replica count up to date", "replica count”, *depl oynent. Spec. Repli cas)
| og. Info("updating Iris resource status")

iris.Status. ReadyReplicas = depl oynent. St at us. ReadyRepl i cas
if r.Client.Status().Update(ctx, &ris); err !'=nil {
log.Error(err, "failed to update Iris status")
return ctrl.Result{}, err

}

| og. Info("resource status synced")
return ctrl.Result{}, nil

}

/1 Delete the depl oyment resources that no | onger natch the iris.spec. depl oynent Nanme
field
func (r *lrisReconciler) cleanupOmedResources(ctx context.Context, |og |ogr.Logger
iris *testvlal phal.lris) error {

| og. I nfo("looking for existing Deploynments for Iris resource")

var depl oynents apps. Depl oynment Li st

if err :=r.List(ctx, &deploynments, client.|nNanespace(iris.Nanespace), client. M
t chi ngFi el d(depl oyment OmerKey, iris.Name)); err !'= nil {
return err

}
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deleted := 0
for _, depl := range deploynents.ltens {
i f depl.Nane == iris. Spec. Depl oynent Nane {
/1l Leave Deployment if its nane matches the one in the Iris resource
conti nue
}

if err :=r.Cient.Delete(ctx, &epl); err I'=nil {
log.Error(err, "failed to del ete Depl oynent resource")
return err

}

r.Recorder. Eventf(iris, core.Event TypeNormal, "Del eted", "Del eted depl oyment
%", depl. Nane)

del et ed++
}
l og. Info("finished cl eaning up ol d Depl oynent resources", "nunber_del eted", del et
ed)
return ni
}

func buil dDepl oynent (iris testvlal phal.lris) *apps. Depl oyment {
depl oynment : = apps. Depl oynent {
hj ect Meta: netavl. Obj ect Met af
Nare: i ris.Spec. Depl oynment Nane,
Nanespace: i ri s. Nanespace,
Owner Ref erences: []nmetavl. Omer Ref erence{*nmet avl. NewControl | erRef (& ri s,
t est vlial phal. G- oupVersion. WthKind("lris"))},
1
Spec: apps. Depl oynent Spec{
Replicas: iris.Spec.Replicas,
Sel ector: &metavl. Label Sel ect or {
Mat chLabel s: map[string]string{
"iris/deploynent-nanme": iris.Spec. Depl oynent Nane,
1
I
Tenpl at e: core. PodTenpl at eSpec{
hj ect Meta: netavl. Obj ect Met af
Label s: map[string]string{

"iris/deploynent-nane": iris.Spec. Depl oynent Nane,
}!

}l

Spec: core. PodSpec({

Cont ai ners: []core. Contai ner{

{
Nane: "iris",
| mage: "
store/intersystens/iris-comunity: 2020. 4.0.524.0"
} il
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return &depl oynment

}
var (

depl oynment Omner Key = ". nmetadata. controller"
)

/1 Specifies how the controller is built to watch a CR and other resources
/1 that are owned and nmanaged by that controller
func (r *IrisReconciler) SetupWthManager (nmgr ctrl.Manager) error {
if err := ngr.CetFieldl ndexer().|ndexFi el d(&pps. Depl oynment{}, depl oyment Omer Key
func(rawCbj runtine.Cbject) []string {
/1l grab the Deploynent object, extract the owner...

depl := rawCbj. (*apps. Depl oynent)
owner := netavl. GetControllerO(depl)
if owner == nil {
return nil
}
/1 ...make sure it's an Iris...
i f owner. APl Version != testvlal phal. G oupVersion.String() || owner.Kind != "I
ris" {
return nil
}
/[l ...and if so, return it
return []string{owner. Nane}
}); err !'=mnil {
return err
}

return ctrl.NewController ManagedBy(ngr).
For (&t estvlal phal.lris{}).
Owns( &apps. Depl oynent {}).
Conpl ete(r)
}

To make the events logging work, we need to add yet another line to the main.go file:

if err = (&ontrollers.IrisReconciler({
Cient: ngr.Getdient(),
Log: ctrl.Log. WthName("controllers”). WthName("Iris"),
Schene: ngr. Get Schene(),
Recorder: ngr. Get Event RecorderFor("iris-controller"),
}). SetupWthManager (mgr); err !'= nil {

Now everything is ready to set up an operator.

Let’s install the CRD first using the Makefile target install:
$ cat Makefile

# Install CRDs into a cluster

install: manifests
kustom ze build config/crd | kubectl apply -f -
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$ nmake install

You can have a look at the resulting CRD YAML file in the config/crd/bases/ directory.
Now check CRD existence in the cluster:

$ kubect!l get crd
NANME CREATED AT
iris.test.nyardyas.club 2020-11-17T11: 02: 02z

Let’s run our controller in another terminal, locally (not in Kubernetes) — just to see if it actually
works:

$ nmake run

2020-11-17T13: 02: 35. 649+0200 | NFO controll er-

runtime.netrics netrics server is starting to listen {"addr": ":8080"}
2020-11-17T13: 02: 35. 650+0200 | NFO setup starti ng nmanager

2020- 11-17T713: 02: 35. 651+0200 | NFO control |l er-

runti ne. manager starting netrics server {"path": "/netrics"}

2020- 11-17T13: 02: 35. 752+0200 | NFO control |l er-

runtine.controller Starting Event Source

{"controller": "iris", "source": "kind source: /, Kind="
2020-11-17T13: 02: 35. 852+0200 I NFO control |l er-

runtime.controller Starting Event Source

{"controller": "iris", "source": "kind source: /, Kind="
2020-11-17T13: 02; 35. 853+0200 I NFO controll er-

runtine.controller Starting Controller {"controller": "iris"}
2020-11-17T13: 02; 35. 853+0200 I NFO controll er-

runtine.controller Starting workers {"controller": "iris", "worker count": 1}

Now that we have the CRD and the controller installed, all we need to do is create an instance
of our custom resource. A template can be found in the
config/samples/example.comvlalphaliris.yaml file. In this file, we need to make changes
similar to those in the crd-object.yaml:

$ cat config/sanples/test_vilal phal_iris.yan
api Version: test.nyardyas. cl ub/vlal phal
kind: Iris
net adat a
name: iris
spec:
depl oynment Nane: iris
replicas: 1
$ kubect!l apply -f config/sanples/test_vilal phal_iris.yan

After a brief delay caused by the need to pull an IRIS image, you should see the running IRIS
pod:

$ kubect!l get depl oy
NAME READY UP- TO DATE AVAI LABLE AGE
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iris 1/1 1 1 119s

$ kubectl get pod

NAME READY  STATUS RESTARTS  AGE
iris-6b78cbhbh67-vk2gq 1/1 Runni ng 0 2mi2s
$ kubectl logs -f -1 iris/deploynment-nanme=iris

You can open the IRIS portal using the kubectl port-forward command:

$ kubect!| port-forward deploy/iris 52773

Go to http://localhost:52773/csp/sys/UtilHome.csp in your browser.
What if we change the replicas’ count in CRD? Let’'s make and apply this change:

$ vi config/sanples/test_vlalphal_iris.yamn

replicas: 2
$ kubect!l apply -f config/sanples/test_vilal phal_iris.yan

You should now see another Iris pod appear.

$ kubect| get events

54s Nor nal Scal ed irisliris Scal ed dep

loynent "iris" to 2 replicas
54s Nor nal Scal i ngRepl i caSet depl oynment/iris Scal ed up

replica set iris-6b78cbb67 to 2

Log messages in the terminal where the controller in running report successful reconciliation:

2020-11-17T13: 09: 04. 102+0200 I NFO controllers.Iris
replica count up to date

{"iris": "default/iris", "deploynent_nanme": "iris", "replica count": 2}
2020-11-17T13: 09: 04. 102+0200 I NFO control lers.Iris

updating Iris resource status {"iris": "default/iris", "deploynent_nanme": "iris"}
2020-11-17T13: 09: 04. 104+0200 I NFO control lers.Iris

resource status synced {"iris": "default/iris", "deploynent_nane": "iris"}

2020-11-17T13: 09: 04. 104+0200 DEBUG control |l er -
runtine.controller Successfully Reconciled
{"controller": "iris", "request": "default/iris"}

Okay, our controllers seem to be working. Now we’re ready to deploy that controller inside
Kubernetes as a pod. For that, we need to create the controller docker container and push it to
the registry. This can be any registry that works with Kubernetes — DockerHub, ECR, GCR, and
SO on.

We’'ll use the local (kind) Kubernetes, so let's deploy the controller to the local registry using the
kind-with-registry.sh script available from the Local Registry page. We can simply remove the
current cluster and recreate it:

$ kind del ete cluster
$ ./kind_with_registry.sh
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$ nake install

$ docker build . -t local host:5000/iris-

operator:v0.1 # Dockerfile is autogenerated by kubebuil der
$ docker push | ocal host:5000/iris-operator:v0.1

$ make depl oy | M=l ocal host: 5000/iris-operator:v0.1

The controller will be deployed into the IRIS-system namespace. Alternatively, you can scan all
pods to find a namespace like kubectl get pod -A):

$ kubect!l -n iris-systemget po
NAME READY STATUS RESTARTS ACGE
iris-controller-nmanager-bf 9f d5855- kbkl t 2/ 2 Runni ng 0 54s

Let's check the logs:

$ kubect!l -n iris-systemlogs -f -1 control-plane=controller-nanager -c manager

You can experiment with changing replicas’ count in the CRD and observe how these changes
are reflected in the IRIS instances count.

Operator-SDK

Another handy tool to generate the operator code is Operator SDK. To get the initial idea of this
tool, have a look at this tutorial. You should install operator-sdk first.

For our simple use case, the process will look similar to the one we've worked on with
kubebuilder (you can delete/create the kind cluster with the Docker registry before continuing).
Run in another directory:

$ nkdir iris

$cdiris

$gonodinit iris

$ operator-sdk init --domai n=nyardyas. cl ub

$ operator-sdk create api --group=test --version=vlal phal --kind=Iris
# Answer two ‘yes

Now change the IrisSpec and IrisStatus structures in the same file — api/vlalphal/iristypes.go.
We’'ll use the same iriscontroller.go file as we did in kubebuilder. Don’t forget to add the
Recorder field in the main.go file.

Because kubebuilder and operator-sdk use different versions of the Golang packages, you
should add a context in the SetupWithManager function in controllers/iriscontroller.go:

ctx := context.Background()
if err := ngr.CetFieldl ndexer().IlndexField
(ctx, &apps. Deploynment{}, depl oynentOmerKey, func(rawCbj runtinme.Cbject) []string {

Then, install the CRD and the operator (make sure that the kind cluster is running):

$ nmeke instal
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$ docker build . -t local host:5000/iris-operator:v0.2
$ docker push | ocal host:5000/iris-operator:vo0. 2
$ make depl oy | M=l ocal host: 5000/iris-operator:vo0.2

You should now see the CRD, operator pod, and IRIS pod(s) similar to the ones we’ve seen
when we worked with kubebuilder.

Conclusion

Although a controller includes a lot of code, you've seen that changing the IRIS replicas is just a
matter of changing a line in a custom resource. All the complexity is hidden in the controller
implementation. We've looked at how a simple operator can be created using handy scaffolding
tools.

Our operator cared only about IRIS replicas. Now imagine that we actually need to have the
IRIS data persisted on disk — this would require StatefulSet and Persistent Volumes. Also, we
would need a Service and, perhaps, Ingress for external access. We should be able to set the
IRIS version and system password, Mirroring and/or ECP, and so on. You can imagine the
amount of work InterSystems had to do to simplify IRIS deployment by hiding all the IRIS-
specific logic inside operator code.

In the next article, we’re going to look at IRIS Operator (IKO) in more detail and investigate its
possibilities in more complex scenarios.

#DevOps #Kubernetes #InterSystems IRIS

Source
URL:https://community.intersystems.com/post/intersystems-kubernetes-operator-deep-dive-introduction-
kubernetes-operators
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