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Question
Mathieu Van Sevenant - Aug 13, 2020

Connection reset while transferring HL7 through TCPOperation

Hello everyone | s
S

We are facing what seems to be a network problem while transferring HL7 messages from Ensemble/Healthshare
to a distant target through TCP/IP.

Here is the version of the system in any case it could be useful: Cache for Windows (x86-64) 2017.2.1 (Build 801U)
Wed Dec 6 2017 09:07:51 EST [HealthShare Modules:Core:14.02.2415 + Linkage Engine:15.03.9901]

Then the configuration of the operation:

MNom de la classe
EnsLib.HL7.Operation. TCPOperation

Description

Accepts HL7V Messages and forwards them to a
remote |P address, reading a response HL7 Message
object returned from the remote IP address if the
GetReply setting is enabled.

Mom de classe adapt
EnsLib.HLY Adapter TCPOutboundAdapter

Description adapt
Cutbound adapter for HL7 v2 over TCP

Partenaire méetier

v |
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Adresse P
172.17.229.138
Fort

aQoz2

» Param connexion

Hester connecté

-1

Délai de connexion
20

Mouvel essal de reconnexion
0

Obtenir reponse
Deélal de reponse
a0

Délai de lecture

40

Config SSL

Interface locale

Tramage
MLLP v
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+ Paramétres suppl

Planifier

Taille de poal
1

Actions code de réponse
:?R=C

Aucun échec si deconnecté

Enregistrer les réponses

IndexMotOKs -
Separateurs
Mt
Rechercher dans la classe de table
v
Codage par défaut des caractéres
latinl v

Intervalle de nouvel essai
ad

Delai d'echec

-1

Envoyer SuperSession

Ol

Deélai vitesse
0

NB high numbers for Read- and Response-Timeouts come from "long" transfers occuring sometimes, e.g. HL7
messages with about 600 segments, successfully transferred if we let them this "long" time.

Some messages in particular block the queue, and we don't understand why because they seem formatted the
same way than other passed messages, neither they are the longest ones nor have special characters inside.
Removing those messages from the queue allows the flow to be active anew, until another blocking message
arrive.

At network level, we notice resets during the transfer of the blocking messages. Below an example with the reset
occuring always after the transfer of the 5th chunk.
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Aller Capture Analyser Statistiques Telephonie Wireless Qutils ~Aide
TREscr=TaREaaaH

= -]+

726121 [ 66 57104 - 9062 [ACK] Seq=1 Ack=1 Win=1051136 Len=0
1418.737820  172.17.152.84 172.17.229.138 Tcp 1514 57104 + 9002 [ACK] Seq=1 Ack=1 Win=1051136 Len=1460 [TCP segment of a reassembled POU]

15 18.737886  172.17.152.84 172.17.229.138 Tcp 1514 57104 - 9002 [ACK] Seq=1461 Ack=1 Win-1051136 Len-1460 [TCP segment of a reassembled POU]
16 18.7379€3  172.17.229.138 172.17.152.84 Tcp 54.9002 + 57164 [ACK] Seqe1 Acke2921 Wine2182272 Lens8

17 18.738013  172.17.152.84 172.17.229.138 Tcp 1514 57104 + 9002 [ACK] Seq=2921 Ack=1 Win=1851136 Len=1460 [TCP segment of a reassembled PDU]
18 18.738816  172.17.152.84 172.17.229.138 Tcp 1514 57104 + 9002 [ACK] Seqm4381 Ack=1 Win=1051136 Len=1460 [TCP segment of a reassembled POU]
19 18.738025 172.17.229.138 172.17.152.84 TCP 54 9802 - 57184 [ACK] Seq=1 Ack=5841 Win=2102272 Len=0

. 739757 1514 57104 +

segnent

9602 [ACK] 5eq-5841 Ack=1 Win-1851136 Len-1460 [TCP of a reassesbled POU]
2 [RST) 5 3

=1 Ack=7301 Win=2182272 Len=8

25 98.745676  172.17.152.84 172.17.228.138 TP 60 57554 = 9602 [ACK] Seq=1 Ack=1 Win=1851136 Len=o
26 98756213 172.17.152.8% 172.17.229.138 T 1514 57554 + 9982 [ACK] Seqe1 Ack=1 Win=1051136 Len=1468 [TCP segment of a reassembled PDU]
27 98.756293  172.17.152.84 172.17.220.138 Tep 1514 57554 + 9862 [ACK] Seqe1461 Ack=1 Win=1851136 Len=1460 [TCP segment of a reassembled POU]
28 98.756304  172.17.229.138 172.17.152.84 Tcp 54 9082 » 57554 [ACK] Seq=1 Ack=2921 Win=2182272 Len=8
29 98.756423  172.17.152.8% 172.17.229.138 TP 1514 57554 + 9862 [ACK] Seq=2921 Ack=1 Win=1851136 Len=1468 [TCP segment of a reassembled PDU]
30 95756430 172.17.152.8% 172.17.229.138 e 1514 57554 + 9002 [ACK] Seq=4381 Ack=1 Win=1051136 Len=1460 [TCP segment of a reassembled POU]
3198.756438  172.17.229.138 172.17.152.84 T 54 9802 » 57554 [ACK] Seq=1 Ack=5B41 Win=2102272 Len=8
32 98.758067  172.17.152.8% 172.17.229.138 TP 1514 57554 + 9982 [ACK] Seqe5841 Ack=1 Win=1851136 Len=1468 [TCP segment of a reassembled PDU]
34 98.768096 2 54 9062 - 57554 [ACK] Seq=1 Ack=7301 Win=2162272 Len=8
+ Flags: @x@10 (ACK) =

Window size value: 4106
[Caleulsted window size: 1851136]
[Window size scaling factor: 256]
Checksum: €x0a87 [unverified]
[Checksum Status: Unverified]
urgent pointer: @
[SEQ/ACK analysis] -
G000 9@ 50 S6 ad 28 ee 08 <B b 57 d2 40 98 00 45 02
7 85 dc 3c 42 40 00 7d 86 5 d5 ac 11 95 54 ac 11
98 cd ed fo 9 56 03 84 56 10
30 38 e se 41 od 4e 54 45 7c
4e 45 52 414c 2e 323238 2e
6f 61 70 6c 65 74 2¢ 31 38 2e
6f 64 70 6c 65 74 2e 2e 31 30
45 7¢ 32 7c 4c 7c 53 61 6e 67
65 74 2e 7c 54 54 0d de 54 45
of 60 6d 65 6e 74 61 69 72 65
68 0 20 74 65 6c 20 71 75 65
6C 65 20 70 72 6f 74 6f 63 6F
6o 20 74 72 61 69 74 o0 28 70
6c 61 62 6f 29 3a 20 70 6 73
6F 65 75 72 20 31 7c af 44 @d
7¢ 7¢ 7¢ 7¢ 32 30 32 30 38 38
3038 7c 7 41 @d 4F 42 58 Tc
S15e 58 b 61 71 75 65 74 74
4d 53 7c 7c 7c 31 30 b3 2F 6d
@ 6d b3 Se Se 47 4c 49 4d 53 7c 31 36 36 2d 33 30 m-A\GLIM 5|166-30 =

@ 7 urgent ponter (cp.urgent_pointer), 2byte(s) || Paquets: 22012 - affchés: 27012 (100.0%) | Profie: Defauit

REWSUABEYBREURNRASS

In the logs of the operation, we find disconnections and reconnections (usually it works while the message in the
log is "Discarding received non-HL7 data..."). The receiving party can set up to 10 connections at a time but it
seems that everyone becomes blocked as soon as the blocking message occurs :

Focrocner JOSSHER] onooer ARl Jourel des evenemerts
[ Emeur 681801936 2020-08-1016:1040376 74 14824 ERREUR Le aéital 0s lecture TCP (40) 3 expiré &n atente ou terming ~
[ o 681801935 2020-08-1016:10:40.375 14824 HITTcpOulieMedicalOut  Disconnecting from 172.17.229.138:9002 661791917
il _ﬁsmmsaa 2020-08-10 16:10°40.375 14824 HI7TcpOuliteMedicalOut  Gonnexion TCP & 172.17.229.138:9002 perdue - détectée via 52u(189) Eaiy
ERREUR <Ens>EnTCPTerminatedReadTimeoutExpired: Le délai de lecture
[ [WVSHISSSMERL | 61901933 2020-08-10 19:1040.375 14824 H D HL7 8313(36) ~~0,Unabie to accept connection =1 TCP (40) a expiré en attente du terminateur SegTeminatorAscii=13, on
] Into 681301932 2020-08-10 16:10:40.361 14824 HI7TepOuliteMedicalOut  Opened TGP connection to 172 17 229 138:9002 [TCPIS002/14824, données regues =
é: 2020-08-10 15.57:20.7¢

I o 681801661 2020-08-10 16:09-20.350 14824 HITTcpOultsMedicalOut  Disconnecting from 17217 229.138-9002 e L B

Source:  HITTepOullieMedicalOut
[ o 681801660 2020-08-10 16:09:20.334. 14824 HITTcpOulieMedicalOut  Opened TCP connection to 172.17.229.138:9002 Session: 745907785
0 o 681801413 2020-08-10 16:08:00.322 14824 HITTCROUIEMeGIcaIOU  Dis connecting from 172.17.229.138.9002 Tache: 14824
[ info £81801412  2020-08-10 16:08:00.306 14824 HI Opened T 10.172.17.220.138:0002 B Classe:  EnsLib.HL7.Operation. TCPOperation

Méthode: MessageHeaderHandler
[ o 661800602 2020-08-10 16:06:40.295 14824 HITTcpOulieMedicalOut  Disconnecting from 172.17.229.138:9002 | [e————
[ ino 681800601 2020-08-10 16:06:40.279 14824 HITTcpOulieMedicalOut  Opened TCP connection to 172.17.229.138:9002 Pile: + $8rzMessageHeaderHandler+68 AEnsLib HL7 Operation TCPOperation 1 +2

+ $§420nTask+42'Ens Host 1 +1
nf 101 41 14824 HITTe Medical ing from 172.17.229.1. s

[ o 681799026 2020-08-10 16:0520.% 4824 HITTCpOUIEMedicalOut  Disconnecting from 172.17 229.138:9002 ket
B o 681709025 2020-08-10 16:05.20 926 14824 HiTTcpOulteMedicalOut  Opened TGP connection to 172 17 220 138:9002
B

Info 681797724  2020-08-10 16:04:00915 14824 HITTcpOullteMedicalOut  Disconnecting from 172.17.220.138:9002
[ info 661797723 2020-08-10 16:04:00.899
[ nfo 681796452 2020-08-10 16:02:40.886
[ info 881796451 2020-08-10 16:0240872
[ into 681794855 2020-08-10 16:01-20.850
[] Info 881794884 2020-08-10 16:01:20833
[ o 681792645  2020-08-10 165:00:00822
] info 681792644 2020-08-10 16:00-00.806
[] Ermeur 681792196 2020-08-10 15:58:40.796
[] Info 881792195 2020-08-10 15:58:40.796
[E o 681792134 2020-08-10 15:58:40.780

2020.08-10 15:57:20.769

14824 HITTcpOuliteMedicalOut  Opened TCP connection to 172.17.229.138:9002
14824  HITTcpOuliteMedicalOut  Disconnecting from 17217 2291389002

14824 HITTcpOuliteMedicalOut  Opened TGP connection to 17217 229 138:9002

14824  HITTcpOuliteMedicalOut  Disconnecting from 172.17.229.138:9002

14824  HITTcpOuliteMedicalOut  Opened TCP connection to 172.17.220.138:9002

14824 HITTcpOuliteMedicalOut  Disconnecting from 17217 229.138.9002

14824 HITTcpOuliteMedicalOut  Opened TGP connection to 172.17.229.138:9002

14824 HI; ERREUR ost Connexlon HL7 Read 4 172.17.229.138:9002 perdus - détactse via ERREU
14824 HITTcpOuliteMedicalOut  Disconnecting from 172.17.220.138:9002

14824 HITTcpOullteMedicalOut  Opened TGP connection to 172.17.229.138:9002

14828 |7 icpOutteMecicalout|ERREUR <EnsoErTTCP TereaiecReadT meoulE pec: Lo aéa i ectre TCP (40) expiré en atent du e

[ infa 681791916 2020-08-10 15:57-20.768 14824 HITTcpOuliieMedicalOut  Disconnecting from 172.17.220.138:0002

|- [Srissementy| 561791915 2020-08-10 15:57:20 788 14824 HITTcpOuliieMedicalOut  Connexion TCP & 172.17.220.138:9002 perdue - détectée via $2u(189)

[ NERISSERERT o01791914 2020-08-10 155720767 74co0rres 14824 fcalout D A 7 data(10) 1.1

[ NSHiSSSMENt) 081791913 2020-08-10 155720747 74so0770s 14824 HIT i 7 data(10) 111

[ [erissementy| 661791912 2020-08-10 15:57:20 608 14824 [ HLT data(10) =1 -1t

® _aanmﬂ 2020-08-10 15:57-20 575 14824 HI D i A HL7 data(10) 1 1%

[ [ANeriSsemeRtl so1791310 2020-08-10 155720533 14824 HI fcalout D A 7 data(10) ;-1

[ Srissementy| 551791900 2020-08-10 15:57:20.441 1824 HI7 i i HL7 data(10) -1

I verissement 681791712 2020.08-10 15:56:40.434 14824 Hi D HL? data(10) =11t -

The main question is : why does the operation not just send the message completely, instead of resetting the
connection each time ?

Best regards,
Mathieu

#Business Operation #Caché #Ensemble #HealthShare
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