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Open Exchange

Work with SAML in IRIS

When a company is quite large and many different applications used by employees. But while those applications
are mostly completely different, how to make it possible to not force users to enter credentials as many times as
many applications they would like to use. The best way is to use SSO, so, it will be possible to have a portal, where
users could launch any application used in a company. There are many different ways how to give access to your
application by using the SSO mechanism, and some of them are:

e OAuth2
e Kerberos
e SAML

InterSystems already supports OAuth2 and can be quite easily deal with Kerberos. But | would like to discuss
about using SAML (Security Assertion Markup Language).

SAML is an open standard for exchanging authentication and authorization data between parties, in particular,
between an identity provider and a service provider.

In authentication with SAML participating three parties:

¢ Service Provider (SP) - web-based application. In our case, it will be our IRIS based application
¢ |dentity Provider (IdP) - any external software with a role as Identity Provider. It can be

o G-Suite

° Microsoft Azure, myapps.microsoft.com

o Shibboleth

© OneLogin

° and so on
* User Agent - browser where your user use to work with your application

SAML terminology

Before we start to speak how to use SAML, in your application, add just a few words about terms, used in SAML in
the context of using in the authentication process.

* Service Provider (SP) - is a system entity that receives and accepts authentication assertions in conjunction
with a single sign-on (SSO) profile

* |dentity Provider (IdP) - is a system entity that issues authentication assertions in conjunction with a single
sign-on (SSO) profile

* SAMLRequest - a message in form of XML, prepared by Service Provider and sent to Identity Provider

* SAMLResponse - a message in form of XML, prepared and signed by Identity Provider and sent to Service
Provider

¢ EntitylD - some unique value for SP or IdP, which identifies this particular instance, in most cases in the
form of URI

* ACS URL, Assertion Consumer Service URL - URL on SP side, which can process queries with
parameter SAMLResponse, should validate SAMLResponse and create a session for the user

¢ Certificate - issued and used by IdP, to sign SAMLResponse. Service Provider should store issued by IdP
certificate, to validate SAMLResponse

* |dP Login/SSO URL - URL on Idp side, accepts queries containing SAMLRequest, validates and redirects
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to the authentication page if needed, and redirects back to SP
¢ |dP Metadata - XML-based metadata contains some settings from IdP, such as SSO URL, and Certificate

Interaction

The interaction scheme itself on the picture

Service Provider User Agent Identity Provider
T T 1
1 Request target resource
N— (Discover the IdP)
9 Redirect to S50 Service
3 Request S50 Service
_______ (Cantlly tha user) oo
4 Respond with XHTML form
5 ¢ Request Assertion Consumer Service
s Redirect to target resource
7 le Request target resource
8 Respond with requested resource
+ *

And there are two cases of interaction

1. The user opens your application directly, for the first time in the current session. The application prepares a
message for Identity Provider, and redirects to Login Url, when processed authentication, and redirects
back with a specially formed response.

2. First of all, the user goes to Identity Provider's portal, already authorized, and opens desired our application,
and IdP forms URL with the response and redirects the user to the application.

Practice

From theory go to practice. I've published the new repository, https://github.com/daimor/iris-saml-example which
contains an example of how it can be used in InterSystems IRIS. In can be started with docker. In my examples
below | will show how to use it with GSuite, with any other Identity Provider, settings should be very similar, just
keep in mind some caveats, described at the end of this article.

Start a simple Service Provider, in this role will be my example. So, just clone this repo, and start it with docker-

compose

$ git clone https://github.conmdainor/iris-sanl-exanple.git
$ cd iris-sanl-exanple

Page 2 of 9


https://github.com/daimor/iris-saml-example

Work with SAML in IRIS
Published on InterSystems Developer Community (https://community.intersystems.com)

$ docker - conpose up -d --build

After a while after build will be completed, and IRIS will start, our test application will be available by

URL http://localhost:19092/csplirisapp/MyApp.cls. Google and some other IdP may require that your application
should be used over HTTPS. To have access over https to my local application I'm using ngrok project. Let's start
secure tunnel to our application.

$ ngrok http 19092

It should output something like this.

Web Interface -
Forwarding rok.io > alhost :19692

Forwarding calhost:19092

Connections 1 opn rtl rts
0 0.00 0.00 0.0 234.16

So, our application now available by link http://b571ff3e.ngrok.io/cspl/irisapp/MyApp.cls, and should show such
page

SAML Authentication Example

Use these settings to configure Identity Provider

Login URL, ACS Url: | https://b571ff3e.ngrok.io/csplirisapp/MyApp.cls
Entityld: hrtps:/lintersystems.com/saml/F53FF87C-7B43-11EA-B44C-0242C0A80101

Identity provider Metadata file: [ Choose file } No file chosen

| Submit

‘ Clear ‘

The next step will be to configure IdP, in my case G-Suite, go to Admin Console, Apps, SAML Apps, SETUP MY
OWN CUSTOM APP
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Step2of5 X
Google IdP Information

Choose from either option to setup Google as your identity provider. Please add details in the SSO
config for the service provider. Learn more

Option 1
SSO URL https://accounts.google.com/o/saml2/idp?idpid=C03hrevd1
Entity ID https://accounts.google.com/o/saml2?idpid=C03hrevd1
. Google_2025-4-11-134116_SAML2.0
Certificate
Expires Apr 11, 2025

4 DOWNLOAD
Option 2
IDP metadata 4+ DOWNLOAD
PREVIOUS CANCEL NEXT

Where google issued a new certificate for our new application. We need IDP Metadata file.

Next, define the name of the application
Step3of5 X
Basic information for your Custom App

Please provide the basic information needed to configure your Custom App. This information will be
viewed by end-users of the application.

Application Name * IRISAPP app-id: irisapp
Description
Upload logo [UJ CHOOSE FILE

This logo will be displayed for all users who have access to this application.
Please upload a .png or .gif image of size 256 x 256 pixels.

PREVIOUS CANCEL NEXT

Then we should fill ACS URL and Entity ID with values from our application. And select Name ID Format, EMAIL,
or any other value, which can be used as a login in your system.
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Step4of 5

Service Provider Details

Please provide service provider details to configure SSO for your Custom App. The ACS url and Entity

ID are mandatory.

ACS URL *

Entity ID *

Start URL

Signed Response

Name ID

Name ID Format

PREVIOUS

https://b571ff3e.ngrok.io/csp/irisapp/MyApp.cls

hﬂps:,’/intersystems.com/saml/F53FFS7C-7B43@ E

a

Basic Information Primary Email

EMAIL

On the next step, just finish the configuration.

And finally, we should enable it, for the users in our organization

h‘" IRISAPP

All users in this account

Groups

Organisational units

CANCEL NEXT

Showing settings for users in all organisational units

Service status:

Service status:

(® ON foreveryone

O OFF for everyone

o Changes may take up to 24 hours to propagat

Return back to our application, in the file field choose previously downloaded metadata file, and press submit.
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Identity provider

ACS Url: https://b571ff3e.ngrok.io/csplirisapp/MyApp .cls

SSO Url: https:/laccounts.google .com/o/sami2/idp?idpid=C03hrevdl

Entity Id: hrtps://accounts.google.com/o/sami2?idpid=CO03hrevdl
namelDFormat: urn:oasis:names:tc:SAML:1.1 :nameid-format:emailAddress
Certificate:

MIIDADCCAlygAwIBAgIGAXFt+rjRMAOGCSGGSIb3DQEBCWUAMHSXFDASBgNVBAOTC0dvb2dsZSBJ
bmMuMRYwFAYDVQQHEw1Nb3VudGFpbiBWaWV3MQ8wDQYDVQODEwZHb29nbGUxGDAWBGNVBASTDOdV
b2dszZSBGb3IgV29yazELMAKGA1UEBhMCVVMxEZARBGNVBAGTCkNhbG1mb3JuaWEwHhcNMjAwWNDEy
MTAOMTEZ2WhcNMjUwNDEXMTAOMTE2WjB7MROWEGYDVQOKEwtHb29nbGUgSW5 jLjEWMBOGA 1 UEBXMN
TW91bnRhaW4gVmlldzEPMAOGAIUEAXMGR29vZ2x1MRgwFgYDVQQLEwWIHb29nbGUgGRM9yIFdvcemsx
CzAJBgNVBAYTALVTMRMwEQYDVQQIEwpDYWxpZm9ybmlhMIIBIjANBgkqhkiG9wOBAQEFAAOCAQSA
MIIBCGKCAQEAvV51aR3RIKj5P7Mn296X1JkmiQAgAhIGSpvMH/6pXTMM8sJwXSpanxUaAUs jZ/msE
0OOaalgNcwAbOgamlnddR7 7bhVzcTeQOGL7YY88R1KpRzPQ2ukLBhCED++6xPIa6cjMVIJM8NZCug
SWOTDkjdd8vFCIMIEppnmeAocife0HOTKhTrSXWNzHwT51i2mvLHBViMwbnt825rLidX50E0ALl3x2D
mWODgaVOcAAr343j36cMi/7nhgz+Pgl38UBBuecmxxtv7/x1cJf94X3KyZkFjD7IL0S jaTds2nFqQQ
aDktyI7Yu¥Y51mDImSGOjVpI4RujOrANwe6XKAUvTvImH2icxPQIDAQABMAOGCSqQGSIb3DOQEBCWUA
A4IBAQBrdeClT5WKr9Y7Aas0up709a9D0Jbgy23VMI9yZ31r2cUpRUe8H/afS0Hi jfIbVn5CNOEh3
70mF+1PKgx2Fa74NghJTcmoR073bzlae/91PXfdMhIRskOKqSbilAnYYuOyFMtCAViO0VMRISX5Mt
ery55tDhE6DXwbOMABKO7h0zM/HMX /tbnYWJIk6 jPIH5+Xg6r0cKUKGJQPLUXDKOPDKyyMvBIY6N7
Xk11GfT7qj3P8iMRE17AF9U9pUF18£fcAqbnlWPKISI19n60CONF1¥ntZ]1fBs2iIscdDFCVXTjY2m
bBLT9vMzWgLGHp9ZgpaES8HKHNNVDgeZmkPVQ+U40oh2zW

It should parse that file, and store it in our format on the IRIS side.

Below it contains a simple SAMLRequest, which will be used when you press the Login button.
SAMLRequest

<?xml version="1.0" encoding="UTF-8"2>
<samlp:AuthnRequest xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion” xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol” ID="_4be6124692061leabcd20242ac170002" Version= " IssueInstant="2020-05-
09T15:03:522" Destination="https://accounts.google.com/o/saml2/idp?idpid=C03hrevdl” AssertionConsumerServiceURL="https://b571ff3e.ngrok.io/csp/irisapp/MyApp.cls” IsPassive="false">
<saml:Issuer>https://intersystems.com/saml/F53FF87C-7B43-11EA-BA4C-0242C0A80101</sam] : Issuer>
<samlp:NameIDPolicy Format="urn:oasisinames:tc:SAML:1.l:nameid-format:emailhddress" AllowCreate="false"/>
</sanlp:AuthnRequest>

| Login |

By Login button, it makes a POST a form with SSO URL provided by Identity provider as action URL, and
SAMLRequest field which contains an XML from above encoded as Base64.

Identity Provider, should validate our SAMLRequest, offer form login form if the user not authorized yet. And

redirect back. So in our application, we should see something like this.
SAMLResponse

<7xml version='1.0" encoding="UTP-8' standalone="no"?><saml2p:Response Xmlns:saml2p="urn;0asis:names:tc:SAML:2.0:protocol’ Destination="https://b571ff3e.ngrok.io/csp/irisapp/myApp.cls”
ID="_1244a9e2d7ecd9c57e702569£361a35e" InResponseTo="_84680e7a920711 2ac170002" T Instant="2020-05-09T15:12:48.5252" Version="2.0"><saml2:Issuer

xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion” >h|-tps //accounts.google. Cumlulsamlz”1dp1d-CIlJllr=vdl</sale I 2p: 1. it Value="urn:oasis:names:tc:SAML:2.0:status:Success"/>
</saml2p:Status><saml2:Assertion xmlns:saml2='urn:oasis:names:tc:SAML:2.0:assertion” 3a34 " IssueInstant="2020-05-09T15:12:48.5252" Version="2.0">
<sanl2:Issuer>hteps://accounts.google. con/o/saml22idpid=c03hrevdl</sanl2: Issuer><ds:Signature xmlns:ds="htep://ww.wl.0rg/2000/09/xnldsigh"><ds:5ignedIntox<dss Canonicalizationkethod
Algoritl "http://www.w3.0rg/2001/10/xml-exc-cldn#"/><ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/><ds:Reference URI="# | "><ds:Tr
<ds:Transform Algorithms"http://www.w3.org/2000/09/xmldsigfenveloped-signature” /><ds:Transform Algorithms'http: //www.w3.orqg/2001/10/xml-exc-clen#" /></ds: Transforms><ds: D1qe!mer.hnd
quorlthm— http://www.w3. nrq/?ﬁﬂl/o4/mlenc’sha256 /><ds:DigestValue>YEfe/SrTXs/8QUlv8+kTGEe/10VhX1145nzvwuK7MLY=</ds:Digestvalue></ds:Reference></ds:SignedInfo>
lue>ZizaD+] iChbjx1FFPAAVIIxuJ+y jS. RWo3 IS/GGLihbH
/thFJnthlYPl)UluG/WeLDmSlAFlGLtAdIfGxTUquth*WXHTZJVLCJ!GE\.\ZDIKBszmnBIIF
PROLU/+wV /Tl B! /64asGux1Dr y FviXRAUSOQIE
WKzEndJjxV6t3Q8CY/ T axS23E37541 39Xb6b3s
¥2Ii41UYRC7sbQMbG/Nd/OhBONFi "“’ /ds:Si 1 <ds :KeyIi P X ub: Life ia,C=US,0U=Google For Work,CN=Google,L=Mountain View,0=Google Inc.</ds:X509SubjectName>
<ds:X509Certificate>MIIDADCCAlYgAWIBAGIGAXFL+r] Ib3DQEBC
DVQQHEW1 b pbiBRaWV’
3t MAKGAL Tmb3

NDEy

BTMRQWEGYDVOS JLj 1UEBXMN
ngl‘- haW4gVml] 1 2% 1MRGWE’ IFdvemsx

1hMIIET
HlIBCgKCAQEAVS]e\FERIK]SE7HnZBEXlem1QMAhIGSPVHH/EPKTMMBsduxSpananAUs]lhllsE
7YYBBR1 BhCED++6XPTabciMVIIMBN

SWOTDK; mvLHBVi idXSOEoAl3x2D
mNOanVDC‘M\x34]35¢MxI7nhqz+FqlSﬂUBBuemextv7/xchEgIx]ﬁyzijTILDSja’l‘dSZr\PqQQ
aDktyI7¥u¥51lmD1m: jVpI4Rujor Tv1mH: AC}!FQ‘IDI\QI\BHI\DGCSqGSIbSDQEBCNIH\
A4IBAQBrdeClTSWKr9¥7hasOup7o 3VMIyZ31r afsom;,n
70mF+1PKgx2Fa74NghITcmoR073bz Lae /9 1PXEAMAT] i1
erysswhzsuxwhnmakmhnm/ﬂmx/tbnvwks11:anzuxgsrucxungaumuxuxupuxyynvsl-mn
Xk11G£T7q]3P61iMREL7AF9UIPUF1E fohghbn IWPKIST19n60CON 1¥nt21£Bs2i IscdDFCVATY2m
2zW</ds :X509Certificate></ds:X509Data></ds :KeyInfo></ds:Signature><saml2:Subject><samlZ:NameID Format="urn:oasisinames:tc:SAML:1.l:nameid-
format:emailaddress >dnitry.maslennikovicaretdev.com</saml2:NameID><sanl2:SubjectCont irmation Method="urn:oasis:names: tc:SANL:2.0:cn: bearer "><saml2: SubjectConfirmationbata
InResponseTo="_84680e7a920711eabcd20242ac170002" "20 15:17:48.5252" R:cxpxsnt—'https //bsnffae ngrok.io/csp/irisapp/MyApp.cls"/></saml2:SubjectConfirmation></saml2:Subject>
<saml2:Conditions NotBefore="2020-05-09T15:07:48.5252" NotOnOrAfter="2020-05-09T15:17:48.5252"><saml2;Audi 12 ps://i .com/saml/F53FF87C-7B43-11EA-BA4C
024200AB0101</ 2am12: Audiance> </ sanl? : AudienceRests Lot ionse/2ani: CondLt Lonss casnlz AULhRS Latement AGthninstante: 2020-05-09714:15. 13,0007 Sessionindens: 3a34 bb"><saml2
<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:unspecified</saml2: 1 /saml2 /saml2 /saml2:Assertion></saml2p:Response>

Vahda(lun Success

dmitry. aretdev.com

Here shown SAMLResponse provided by IdP, and it contains a signature, which has to be validated with
the certificate which we got from the metadata file. When SAMLRequest validated, it shows the status and NamelD
(email) of the user.

Validation may fail with the error like this:
Validation: ERROR #6390: Signature validation failed: Failed NotBefore/NotOnOrAfter
(/2020-05-09T15:17:48.5257) date time verification with clock skew of 0 seconds.

SAMLResponse can contain one or two signatures. The Assertion or the whole Response can be signed. But you
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should keep in mind that IRIS does not validate SAMLResponse if only Response signed it returns ERROR #6390:
Signature validation failed: No Assertion.

So, our application is now available from the list of Google applications
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This article does not contain information on how to authorize users in your application, it just shows how to retrieve
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user's info, so then you can use own mechanism or delegated authorization.

Caveats

* Namespace should be Ensemble enabled. Validation of SAML lies in class Ens.Util. XML.SecuritySignature

* InterSystems IRIS (tested version 2020.2) and below does not validate if only Response signed, and
requires Assertion to be signed.

* SAMLResponse sent by URL's query, while encoded with Base64 can be too long, and in some cases
truncated. Some IdP supports Response and Assertion signed at the same time, so, recommend switching
off signing Response.

* SAMLResponse and SAMLRequest by standard support compression before encoding with Base64. IRIS
does not support such compression directly.

#Access control #Authentication #InterSystems IRIS
Check the related application on InterSystems Open Exchange

Source URL:https://community.intersystems.com/post/work-saml-iris
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