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Introduction

Nowadays, there is a lot of applications that are using Open Authorization framework (OAuth) to access resources
from all kinds of services in a secure, reliable and efficient manner. InterSystems IRIS is already compatible with
OAuth 2.0 framework, in fact, there is a great article in the community regarding OAuth 2.0 and InterSystems IRIS
in the following link here.

However, with the advent of APl Management tools, some organizations are using it as a single point of
authentication, preventing unauthorized requests to arrive at downstream services and decoupling
authorization/authentication complexities from the service itself.

As you may know, InterSystems has launched its APl Management tool, called InterSystems API Management
(IAM), which is available with IRIS Enterprise license (not IRIS Community Edition). Here is another great post in
the community introducing InterSystems API Management.

This is the first part of 3-part series of articles that will show how you can use IAM to simply add security,
according to OAuth 2.0 standards, to a previously unauthenticated service deployed in IRIS.

In this first part, will be provided some OAuth 2.0 background together with some IRIS and IAM initial definitions
and configurations in order to facilitate the understanding of the whole process of securing your services.

After the first part, this article series will approach two possible scenarios to secure your services with IAM. In the
first scenario, IAM will only validate the access token present in the incoming request and will forward the request
to the backend if the validation succeeds. In the second scenario, IAM will both generate an access token (acting
as an authorization server) and validate it.

Therefore, the second part will discuss and show in detail the steps needed to configure the scenario 1 and the
third part will discuss and demonstrate the configurations for scenario 2, together with some final considerations.

If you want to try IAM, please contact your InterSystems Sales Representative.

OAuth 2.0 Background

Every OAuth 2.0 authorization flow basically consists of 4 parties:

1. User

2. Client

3. Authorization Server
4. Resource Owner

For the sake of simplicity, this article will use the “Resource Owner Password Credentials” OAuth flow, but you can
use any OAuth flow in IAM. Also, this article will not specify any scope.

Note: You should only use Resource Owner Password Credentials flow when the client app is highly trusted, as it
directly handles user credentials. In most cases, the client should be a first-party app.
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Typically, the Resource Owner Password Credentials flow, follows these steps:

1. The user enters their credentials (for example username and password) in the client app

2. The client app sends the user credentials together with its own identification (client id and client secret, for
example) to the authorization server. The authorization server validates the user credentials and client
identification and returns an access token

3. The client uses the token to access resources on the resource server

4. The resource server validates the access token received before returning any information to the client

With that in mind, there are two scenarios where you can use IAM to deal with OAuth 2.0:

1. IAM acting as a validator, verifying the access token provided by the client app, forwarding the request to
the resource server only if the access token is valid; In this case the access token would be generated by a
third-party authorization server

2. 1AM acting both as an authorization server, providing access token to the client, and as an access token
validator, verifying the access token before redirecting the request to the resource server.

IRIS and IAM definitions

In this post, it will be used an IRIS Web Application called “/SampleService”. As you can see from the screenshot
below, this is an unauthenticated REST service deployed in IRIS:

E Edit Web Application X +

<« C ® Not secure | irishost:9092/csp/sys/sec/%25CSP.UlPortal Applications.Web.zen?PID=%2FSampleService
|ntersystem8“ Management Portal Home About Help Contact Logout
IRIS Data Platform

Server 2e9f6378b168 Namespace %SYS User _SYSTEM  Licensed To |IAM for InterSystems internal  Instance IRIS

System & Security Management > Web Applications = Edit Web Application

Edit Web Application [ J[ e |

Edit definition for web application /SampleService:

Application saved.
/ General ( Application Roles =.. Matching Roles

Name /SampleService

Description
Namespace  SAMPLESERVICE v Default Application for SAMPLESERVICE:  /csp/samplaservice Namespace Default Application

Enable Application

Enable '® REST
Dispatch Class SampleService disp

CSP/ZEN

Security Settings .
Resource Required ¥ | GroupByID

Allowed Authentication Methods ¥ Unauthenticated Password Kerberos Login Cookie

Furthermore, in IAM side is configured a Service called “SamplelRISService” containing one route, as you can see
in the screenshot below:
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<« C A Notsecure iamhost:8002/Samp Qaw 4% 0 0
Intersystems Workspaces Dev Portals Vitals Organization @ admin~
API Management

SamplelRISService Edit Service

E Sample :

connect_timeout 60000
created_at February 18th 20208, 3:39:49pm
host irishost
Dashboard
id 24f38db6-c989-439b-ac25-dd4935
name SampleIRISService
API| Gateway path SampleService
Services port 9692
Routes protocol http
Eoneimers read_timeout 66000
retries
Plugins
updated_at January 19th 1978, 4:27:31am
Upstreams
write_timeout 60000

Certificates
SNis

Deprecated

Routes Activity

Status Codes

Dev Portal protocols methods hosts paths id

[ "http’, "https”] 0 1] [*/event”] 52568bc6-aB27-466d-afSh-e3a803441c0a View

Also, in IAM is configured a consumer called “ClientApp”, initially without any credentials, to identify who is calling
the API in IAM:

|nterSy5tem5' Workspaces Dev Portals Vitals Organization

API Management

B oo ClientApp

created_at February 18th 2028, 3:58:03pm
Dashboard id ebf70f90-6342-47dc-877e-a2f4ba5657 cd

type proxy

username ClientApg

API Gateway

Services

Routes
Activity Credentials Plugins

Consumers

Plugins

Upstreams

Certificates No Plugins Enabled... Yet

SNis Add one of the following plugins for the ability to add credentials to this consumer: ACL, Basic
Authentication, Key Authentication, OAuth 2.0, HMAC Signature Authentication, JWT

Deprecated
Add Plugin
Vitals

Status Codes

With the configurations above, 1AM is proxying to IRIS every GET request sent to the following URL.:

http://iamhost:8000/event

At this point, no authentication is used yet. Therefore, if we send a simple GET request, with no authentication, to
the URL

http://iamhost:8000/event/1
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we get the desired response.

In this article, we are going to use an app called “PostMan” to send requests and check the responses. In the

PostMan screenshot below, you can see the simple GET request together with its response.

GET Search Event IAM X e

» Search Event IAM

GET

TYPE

No Auth

Body

Pretty

W N B W N e

Authorization

i

v  http://iamhost:8000/event/1

JSON v =

"id": 1,
"Name": "Global Summit",
"Location™: {
"id": 1,
"City": "Boston",
"Country": "United States of America"

]

This

request does not use a

No Environment

ny authorization. Learn more about authorization

Save Response v

m Q

Continue reading to the second part of this series to understand how to configure 1AM to validate access tokens
present in the incoming requests.

#API #0Auth?2 #REST API #Security #InterSystems IRIS

Source

URL:https://community.intersystems.com/post/securing-your-apis-oauth-20-intersystems-api-

management-%E2%80%93-part-1
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