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How can a custom soap header element be signed?

Working on a project to call a web service and the soap header has custom header elements that need to be

signed. i reviewed the %soap.inc and didn't see any appropriate macro

EBS and IDP elements need to be signed

Applying a Digital Signature to Specific Message Parts

By default, when you create and add a digital signature to the WS-Security header element, the signature is applied to the SOAP body, the <Timestamp> element in the header (if present), and any WS-Addressing header elements.

To specify the parts to which the signature applies, use any of the procedures described earlier with one variation: When you create the signature, use the second argument (signatureOptions) to specify the message parts to sign.

Specify this argument as a binary combination of any of the following macros (which are contained in the %soap.inc file):

* $$$SOAPWSINcludeNone

* $$$SOAPWSIncludeDefault (which equals § Incl + Incl i + Incl ing)

* $5$SOAPWSIncludesSoapBody

$$$SOAPWSIncludeTimes tamp

$$$soarWsIncludeaddressing

$$$SOAPWSIncludeAction

$$§SOAPWSIncludeFaultTe

$$$SOAPWSIncludeFrom

.

$$$SOAPWSIncludeMessageId

$$$SOAPWSIncludeRelatesTo

$$$SOAPWSIncludeReplyTo
* $5$SOAPWSIncludeTo
* $$$SOAPWSIncludeRMHeaders (see the chapter “Using WS-ReliableMessaging”)

To combine macros, use plus (+) and minus (=) signs. For example:

here's a provided header sample

APPENDIX H: SOAP Header IDP Security Model Example
<scapenv:Header>

<ns2:EBS wsu:Id="i 2="

id-1" xmlns:ns2="http://ebs.health.ontaric.ca/" >

<SoftwareConformanceKey>444361le=e-277£-7732-c684-7a92237fghlb</S0ftwar=sCor

<BuditId»>3587T088

3701-47b7-a34d-43%e=754d </RAuditId>
</ns2:EBS>

<ns2:IDP wsu:Id="id-2" xzmlns:ns2

"http://idp.ebs.health.contario.ca/" >
<ServiceUserMUID>45238%4</ServiceUs=MUID>

</ns2:IDP>

<wsse:Security SOAP-ENV:mustUnderstand="1">
<wsu:Timestamp wsu:Id="id-3">
<wsu:Created>2012-06-20T17:58:42.580Z</wsu:Created>
<wsu:Expires>2012-06-20T17:5%:12.580Z</wsu:Expires>

</wsu:Timestamp>

<wzse:UsernameToken wsu:Id="id-4">

<wsse:Username>SUTEST

NEGYLHOO.CA</wsse:Usernams>

<wsse:Password Type="wsse:PasswordText">Cliffsammyl2!</wsse:Password:>

</wsse:UsernameToken>

<wsse:BinarySecurityToken EncodingType="http://docs.o
message-security-l.0#Base€4Binary"” ValueType=
wss-x50%-token-profile-1.0#X509v3"

rg/wss/2004/01/«

wsu:Id="X

1/0asis-200401-wss-scap-
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this a sample output that | created.

my first pass was $$$SOAPWSIncludeDefault+$$$SOAPWSIncludeAddressing

Result : Beautify XML

<?xml version="1.0" encoding="UTF-8" ?>
~ <SOAP-ENV:Envelope
xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance’

xmlns:types="http://hcv.health.ontario.ca/"’

xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd’
xmlns:wsu="http://docs.oasis-open.org/wss/2004/81/0asis-200401-wss-wssecurity-utility-1.0.xsd’

1
2
3
4
5 xmlns:s="http://www.w3.org/2001/XMLSchema’
6
7
8

>

9+ <SOAP-ENV:Header>

10 * <hdr:EBSE=3</hdr:EBS>

15+ <hdr:IDPEJ</hdr: IDP>

19 ~ <Security

20 xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0
.xsd">

21~ <Timestamp

22 xmlns="http://docs.casis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility

-1.9.xsd" wsu:Id="Timestamp-25F2CA1A-37C1-11EA-882B-80505698DEF8">

23 <Created>2020-01-15T18:02:09Z</Created>

24 <Expires>2020-01-15T18:07:09Z</Expires>

25 </Timestamp>

26 <UsernameToken>E=)</UsernameToken>

3e <BinarySecurityToken wsu:Id="SecurityToken-25F2B642-37C1-11EA-882B-0@505698DEF8"

EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message
-security-1.0#Base64Binary"” ValueType="http://docs.ocasis-open.org/wss/2004/01

/0asis-200401-wss-x509-token-profile-1.0#X509v3"

>MIIDDDCCAFSgAWIBAgIQEFPIBYKm1Z1DRSJiQuwsEZjANBgkqhk iGOwOBAQUFADASMRAWDEYDVQQDEWdvb
DgwNTE@MCAXDT IwMDEXNDIWNTUBN1oYDz IxMTkxMj IxMJAINTQ2WjASMRAWDEYDVQQDEWdvbDgWNTEGMI T
BIjANBgkghkiGIwOBAQEFAAOCAQSAMI IBCEKCAQEAUrYZFRQ/UM+@B2pXnBa/j0zy7b1XW3U

+hNKYVfMRuxogQa

+GAIn@JIVQnDrTosZ8CNUzuaZh1ltKMEfEaqLrplrjDdgugjemY19dkghTmLv16817QW5L2wp0iWOdCjqRCR

I1ZbeHZGdKZ1/1aCRka9BvaCW4mbaOAB3d8rORxn5psTOAYLINGGveaMusEwR5WuUh2

#SOAP #Caché
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