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Question
Daniel Sanches - jun 28, 2019

Problem with xml signature

I'm trying to sign an xml but this is showing an Id attribute in the Signature tag and the xmins attribute is not
appearing.

This is the xml generated:

<Signature 1d="1d-80170FF0- 0678-47D5- 8C8B- 771AA4E334E6" >
<Si gnedl nf o>
<Canoni cal i zati onMet hod Al gorithm="http://ww. w3. org/ TR 2001/ REC- xm -
cl14n-20010315"/ >
<Si gnat ureMet hod Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#r sa-
shal"/>
<Ref erence URI ="#1D21021035190374422759000107550000000033091155695075
o1">
<Transf or ms>
<Transform Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#envel
oped-si gnature"/ >
<Transform Al gorithnm"http://ww. w3. org/ TR/ 2001/ REC- xm -
c14n-20010315"/ >
</ Transf orms>
<Di gest Met hod Al gorithnm="http://ww. w3. org/ 2000/ 09/ xm dsi g#shal"/

<Di gest Val ue>wwcl z10ydGaGr 3DYsd +l 61 f wyY=</ Di gest Val ue>
</ Ref erence>
</ Si gnedl nf o>
<Si gnat ur eVal ue>PyJvYnxxS/ ... </ Si gnat ur eVal ue>
<Keyl nf o>
<X509Dat a>
<X509Certificate>M | Hgj CCBZKg. .. </ X509Certificate>
</ X509Dat a>
</ Keyl nf 0>
</ Si gnat ur e>

And this is the xml expected:

<Si gnhature xm ns="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<Si gnedl nf o>
<Canoni cal i zati onMet hod Al gorithm="http://ww. w3. org/ TR/ 2001/ REC- xm -
c14n-20010315" />
<Si gnat ureMet hod Al gorithnm="http://ww. w3. or g/ 2000/ 09/ xml dsi g#r sa-
shal" />
<Ref erence URI ="#| D21021035190374422759000107550000000033091155695075
01" >
<Tr ansf or ns>
<Transform Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#envel
oped-si gnature" />
<Transform Al gorithnm="http://ww. w3. org/ TR/ 2001/ REC- xi -
cl14n-20010315" />
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</ Tr ansf or ns>
<Di gest Met hod Al gorithn="http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal"
/>
<Di gest Val ue>wwcl z10ydGaG 3DYsC +l 61 f wyY=</ Di gest Val ue>
</ Ref erence>
</ Si gnedl nf o>
<Si gnat ur eVal ue>aJLT3XDORDAS. . </ Si gnhat ur eVal ue>
<Keyl nf 0>
<X509Dat a>
<X509Certificate>M | Hyj CCBZKgAW BAg. . . </ X509Certi fi cate>
</ X509Dat a>
</ Keyl nf 0>
</ Si gnat ur e>

I'm trying sign the xml using this code:

SET t Credenci al = ##cl ass(¥%5YS. X509Cr edenti al s) . Get ByAl i as(" Credential ")

SET tParts = $$$SOAPWSI ncl udeSoapBody
SET t Ref = $$$Keyl nf 0X509Certificate

SET tSignature = ##cl ass(YXM.. Security. Signature). Creat exX509(
t Credencial ,tParts, tRef,.tSC

DO t Si gnat ur e. Set Si gnat ur eMet hod( $$$SOAPWEr sashal)
DO t Si gnat ur e. Set Di gest Met hod( $$$SOAPWSshal)
Set t Signature. Si gnedl nfo. Canoni cal i zati onMet hod. Al gori t hmr$$$SOAPWSc 14n

SET tRefid = XM.. evento.infEvento.Ild

SET t Al gorithm = $$$SOAPWBENnvel opedSi gnature ", " $$$SOAPWSc14n

#DI M t Ref erence As %XM.. Security. Reference

SET t Reference = ##cl ass(¥M.. Security. Reference). Create(tRefid,tAl gorithm
DO t Si gnat ur e. AddRef er ence(t Ref er ence)

SET XM.. evento. Signature = tSignature

/1 this nethod convert %XM.. Adapter on 9%XM.. Docunent

SET docunent = .. Get XM_Doc( XM.)

SET t SC = t Si gnat ure. Si gnDocunent (docunent )

#Authentication #XML #Caché #InterSystems IRIS
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