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Question
Paul Simon - Jan 19, 2018

How to Interoperate with CareEvolution

I've been trying to interoperate with careevoltion using their backend-services.
Spec: http://docs.smarthealthit.org/authorization/backend-services/

This involves creating a JWT (JSON Web Token) that | have been unable to do using
%O0AuUth2.JWT:ObjectToJWT.

| downloaded jwt.pfx and then ran the following openssl commands to create some pem files.
openssl pkcsl2 -in jwt.pfx -out file.nokey.pem -nokeys
openssl pkcsl2 -in jw.pfx -out file.wthkey.pem
openssl rsa -in file.wthkey.pem-out file.key

cat file.nokey.pemfile.key > file.conbo.penB

| then ran some node code to create the private portions of the RSA key:
var fs = require('fs');

var rsaPenifodJwk = require('rsa-pemto-jwk');

var pem = fs.readFil eSync('file.key');

consol e. | og(pem ;

var jwk = rsaPemloJwk(pem {use: 'sig'}, 'private');
consol e. 1 0og(JSON. stringify(jwk));

C.\ User s\ Paul \ Deskt op\j wt >node rsa-pemto-jwk.txt > c:\tnp\priv.txt

| then changed the node code so that it created the public portions of the RSA key.

var jwk = rsaPenlToJwk(pem {use: 'sig'}, 'public');
C:\ User s\ Paul \ Deskt op\j wt >node rsa-pemto-jwk.txt > c:\tnp\public.txt

| then ran the following COS code:

KILL JOSE

S JOSE("keyal g") =" RSA"
S JOSE("si gal g") =" RS256"

S A=+$H 47117

S B=A*86400

S C=$P($HOROLOG ", ", 2)
S EPOCH=B+C

// add 4 m nutes

S D=60*4
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S EPOCH=EPOCH+D

set body=##cl ass(YDynam cObj ect) . ¥New( )

do body. ¥set ("iss","JWC ientCredentials","string")

do body. %set ("aud", "https://fhir.careevol uti on.conf Master. Adapter1l. WbClient/identity
server/connect/token","string")

do body. %set ("exp", EPOCH, "string") // 1516032893

do body. %set ("nbf", EPCCH, "string") // 1516032893

do body. %set ("jti", "db5ba9b3- 602c- 4b5f - beb9- 4e8d76028c01", "stri ng")

do body. %set ("sub", "07e5a735-a4f 7- e711- 8136- 0a69c1b3225b", "stri ng")

do body. %Set ("user _nane", "psi non", "string")

do body. %Get ("clientid","JWC ientCredentials","string")

/1 copied from/tnp/priv.txt (node output)

s local priv="{ ""kty"": ""RSA"", ""n"": ""sOhguxNL5Xb6_Fk3u_f nZr UXuRnj j 1w EGXl sngbu4r
pti DYeX9dEQM9eDe5f hXW r Pt U33WA _zz0Y9R5z7EaxX4Zl ZG7Pl Fl nbvu3bEu- geuMp8Xb3hPMyND- 87JGr b
B1t 5i - BgMpj Qoel hYT8i qzE1f Et UGYyNn2dhSwi Vwgl aRt 41 y650yWDEa7VL92kmCEgQUM n- | r Ef vygf bEL2H
- 9dWI2d AMY EWL CQGAWFi X1z uHRAHIEC 9kwnaBb2kf Hz0SIXZnbW uPYJ| WZr vulRbHc ZBFf f 0GMCDTHLbf ECnr
6¢c- 6BPeeUMNGr esnbMAv3dTr bKD64HQC33x4_Xs3pTQ'", ""e"": ""AQAB"'", ""d"": ""FVA zh45hQb
nRCal DsAgsr kQHWDLBR65ht nYPSc Ap4qayqOvnL5d38z8Cr u5SDoG i E83CBuL_eV1S5R09cEt t C7f 9D71 uOA
Li j s-avj Mddxoi HUMYKI 7KaYk TOM GDht TpYdx810k8DYn9Ugj DMvevj bl _ GOCAWAY Nmb ZUTWOA TDf VXnir D42v
cUnh0e7nTYu7qGBRcf Rr duzj BZMSddZoz8suWhJl Qowlt 6- bYOUPI xecl ML8oOKr t uQ _Y6f | - SNkaMbM r Jku
- S1KXi O 5ZGXkpqE- PUQsWLDAzs6M S6CcuFdYadl Bd6sn6bOLNIN3Df f DIQGHQUI Uef TJ21 _YmMy'", ""p""

"7CSQ UHeP_C2BgQESC_yFOQLAFHMNEN9uall J20LJSu7zzYCIEGESX- j - 9W37nzdzOC ceEl 2- 2CAvV_
Ukh3R78q9_- M c9AUk2Bunwzf aAdJH OYTOI pJEI - | | uMpOX9RETTK3KXpj OFBef HOe HSODy W.RXDaAt 2k _9c¢
1QtLe™™, ""g"": ""w vJI3Ap_i 1vxt 59q6zRT6JBxst vXLi OhQyHZnchvN uOf hzBTf YTSi KOn6Gd- yj 1¢90i
Zt 97BAXKW ps29xwd6wgS6X- Qt GB9AvI W01 OHAFSoYvy W4y qpMsz Aj gmhwZRi - APl 7XWH1KSnk TB8t - Xf dxj
dnC6kM62Mgt sdC- Vhs" ", ""dp"": ""WFFonV1AQUG/f vR7yGV2Nst Owz TeUOol Eg- 26KL42yMoL- | 0S4ne
XLM7YpQ_evvKf Li 8R_YXOQE6AhNYR_NNLAD29MBDNKADQyd7- BIJ5b8_hwf Bxi hsl hgEcef 8hf _7gl W kS8i k
_SOhoE7Kj VRvYyB1zl Dob35yD | f BzPcs"", ""dqg"": ""h5_Ni | K65eBPGDQczi cpN GvnyyBOLuxkTMJ |
3aNMVB5- Xg7i 0c4898B_0Ar 9axERzqeKbSDznJLm Vt gZpZN 62r cGal | 3VJI | eYTKni | 81 8ao YTWKnXf 5bNY2
sTV32NY | kKHmMk OSsghqoz4W a0a9t yf J_FUGBur MT6dUkPKK" ", ""qi "": ""WLOByNdoSM~3sYAIl SKhx N
J5uabPl SaezUpYk6W)ENH UnwXXi DpDgx8AKae2vRpPaGoHhJki i h5JHTt VWANGUXBO- DI t nX0j odM/8NT31Xe
f KuE4Pg6nLt r pPl QRqL6G len2FcVt 6Thl CaFOIdk BoBB- gGAK9dy OWPRSDOW" " }*

/1 copied from/tnp/public.txt (node output)

S Iocalpub:"

{""kty" "RSA"", ""use" "sig"' " ALaMFdNTz UulwnMENns | KBMJUS4EdMVAe2HXp Q- k4aDk
94znJuCi 90JnJQJ4I nﬂnng\MIzM/VQ\/I q23| hi Xx5vaznb4m4EkAcm<0ULVCLL9Q?qvuwbq eXW8pJl cH EA
KnkMz F6Got nmDUbK46bx2Gah8r LYASF Lvol wxf yr XI day2VdRNz_3yGzLoxr 5QxcFm 4647 9my3x Xwnir SMrV
NHENAF1x PnsLQoNPH3guA104dnBS- f 2z_vczHBdSr gi Ji besdOP3ugY! xJvDDT3Wsf 3WAW ¢cj An8M3vZmCNTPW
e6JEewsc6cDBi FWh9UUonul FUV_uucTsV_NXMI8nQ Hs"", ""e"":"" AQAB""}"

SET ST=##cl ass(%Aut h2. JWI) . Gbj ect ToJWI(. JCSE, . body, | ocal pri v, | ocal pub, . JWI)

If you run the above code in a terminal session - it does *not* work:

USER>d $system OBJ. Di spl ayErr or ( ST)
ERRCR #5002: Cache error: <INVALID OREF>zGet JWK+2"%0Aut h2. JWI. 1

Killing JOSE and re-running the code works ... however, the JWT is invalid since | cannot get the POST that
contains the JWT to successfully return an accesstoken?

USER>K JOSE
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USER>SET ST=##cl ass( ¥0Aut h2. JWI') . Cbj ect ToJWI'(. JOSE, . body, | ocal pri v, | ocal pub, . J\WI)

?USER>ZW JWI'

JWI="eyJ0eXAi O JKV1Q LCIhbCci G Jub251 I n0. eyJpc3M O JodHRwczovL2ZoaXl uY2FyZW2b2x1dd v
bi 5] b20vTWFzdGVy LKFk YXBOZXI xLI dl YkNsaWudC8i LCIhdWQ G JodHRweczovL2ZoaXl uY2FyZW/2b2x1d
G vbi 5] b20vTWFzdGVyLkFKYXBOZXI xLI dl YkNsaWudC8i LCIl eHAI G | xNTE2MTI xNj A51 i wi bmdm j oi MT
UxN EyMIYwGOsI sl npOasSl 61 nRi NWhOW zLTYwivhivt NG 1Zi 1i ZW 5LTRI OGQBN] Ay OGMMVSBI sl nNLYi | 61 j A
3ZTVhNzZMLLVEOZj ct ZTecxMSOAMIMRLTBhN | j MY zM | 1Yi | sl nVzZXJf bt ZSI 61 nBzaWlvbi | sI mNsaWu
dd klj oi TOF1dGhUZXNOI nO. "

So, can anyone please tell me what I'm doing wrong here?

To summarise what I'm trying to do is use the pfx cert to sign the JWT and then use that JWT to get hold of an
accesstoken.

The attached C# code will apparently create a JWT that will work with careevolutions back-end services - but so far
I've been unable to compile the code in VS-2017.

Finally, can Cache can be configured to support back-end services (similar to the above).
Spec: http://docs.smarthealthit.org/authorization/backend-services/

Thanks,
-- Paul.

#FHIR #JSON #Caché
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