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Recommendations on installing the InterSystems Caché DBMS for
production environment

This article was written as an attempt to share the experience of installing the InterSystems Caché DBMS for
production environment.

We all know that the development configuration of a DBMS is very different from real-life conditions.

As a rule, development is carried out in “hothouse conditions” with a bare minimum of security measures, but when
we publish our project online, we must ensure its reliable and uninterrupted operation in a very aggressive
environment.

The process of installing the InterSystems Caché DBMS with maximum security
settings

OS security settings

The first step is the operating system. You need to do the following:

* Minimize the rights of the technical account of the Caché DBMS

* Rename the administrator account of the local computer.

* Leave the necessary minimum of users in the OS.

¢ Timely install security updates for the OS and used services.

¢ Use and regularly update anti-virus software

* Disable or delete unused services.

¢ Limit access to database files

¢ Limit the rights to Caché data files (leave owner and DB admin rights only)

For UNIX/Linux systems, create the following group and user types prior to installation:

* Owner user ID

* Management group ID

Internal Caché system group ID
Internal Caché user ID

InterSystems Caché installation-time security settings

InterSystems, the DBMS developer, strongly recommends deploying applications on Caché 2015.2 and newer
versions only.

During installation, you need to perform the following actions:
Select the “Locked Down” installation mode

Select the “Custom Setup” option, then select only the bare minimum of components that are required for the work
of the application
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During installation, choose the SuperServer port that is different from the standard TCP port 1972
During installation, specify the port of the internal web server that is different from the standard TCP port 57772

Specify a Caché instance location path that is different from the standard one (the default option for Windows
systems is C:\InterSystems\Cache, for UNIX/Linux systems— /usr/Cachesys)

Post-installation Caché security settings

The following actions need to be performed after installation (most of them are already performed in the “Locked
down” installation mode):

All services and resources that are not used by application should be disabled.

For services using network access, IP addresses that can be used for remote interaction must be explicitly
specified.

Unused CSP web applications must be disabled.

Access without authentication and authorization must be disabled.
Access to the CSP Gateway must be password-protected and restricted.
Audit must be enabled.

The Data encryption option must be enabled for the configuration file.

To ensure the security of system settings, Security Advisor must be launched from the management portal and its
recommendations must be followed. [Home] > [Security Management] > [Security Advisor]

For services (Services section):

Ability to set % globals should be turned off— the possibility to modify % globals must be disabled, since
such globals are often used for system code and modification of such variables can lead to unpredictable
consequences.

Unauthenticated should be off—- unauthenticated access must be disabled. Unauthenticated access to
the service makes it accessible to all users.

Service should be disabled unless required— if a service is not used, it must be disabled. Access to any
service that is not used by an application can provide an unjustifiably high level of access to the entire
system.

Service should use Kerberos authentication— access through any other authentication mechanism does
not provide the maximum level of security

Service should have client IP addresses assigned— |IP addresses of connections to the services must be
specified explicitly. Limiting the list of IP addresses that will be allowed to connect let you have greater
control over connections to Caché

Service is Public— public services allow all users, including the UnknownUser account that requires no
authentication, to get unregulated access to Caché

Applications (CSP, Privileged Routine, and Client Applications)

Application is Public— Public applications allow all users, including the UnknownUser account that requires
no authentication, to get unregulated access to Caché

Application conditionally grants the %All role— a system cannot be considered secure if an application
can potentially delegate all privileges to its users. Applications should not delegate all privileges

Application grants the %All role— the application explicitly delegates all privileges to its users.
Applications should not delegate all privileges
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1.Managing users

1.1 Managing system accounts

You need to make sure that unused system accounts are disabled or deleted, and that passwords are changed for
used system accounts.

To identify such accounts, you need to use the Security Advisor component of the management portal. To do it, go
to the management portal here: [Home] > [Security Management] > [Security Advisor].

Change corresponding users’ passwords in all records in the Users section where Recommendations = “Password
should be changed from default password”.

Home | About | Help | Logout System = Security Management = System-wide Security Farameters
. . Sewer'm Mamespace: % SYS
System-wme SECUHI'}F Parameters User: UnknownUser Licensed foo License

Edit System-wide Security Parameters:

Enable Audit:
Enable configuration security:
Default security domain: | WORKGROUP »

Inactive limit {0-365): 0
Invalid login limit (0-64):; 5
Disakble account if login limit reached:
Password Expiration Days (0-99995): 0
Password pattern: | 3.32ANF
————— E————
Password validation routineﬁ‘%ﬁ_(}_KﬂPASSWQRH[ 5

—

Role required to connect to this system:

Enable writing to percent globals:

Allow multiple security domains:
Superserver SSLTLS Support: () Digablad

Enabled
Required

| Save | | Cancel |

1.2 Managing privileges accounts

If the DBMS has several administrators, a personal account should be created for each of them with just a
minimum of privileges required for their job.

1.3 Managing rights and privileges

When delegating access rights, you should use the minimum privileges principle. That is, you should forbid
everything and then provide a bare minimum of rights required for this particular role. When granting privileges, you
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should use a role-based approach - that is, assign rights to a role, not a user, then assign a role to the necessary
user.

1.4 Delegation of access rights

In order to check security settings in terms of access rights delegation, launch Security Advisor. You need to
perform the following actions depending on the recommendations provided by Security Advisor.

To roles:

This role holds privileges on the Auditing database— this role has privileges for accessing the auditing database.
Read access makes it possible to use audit data in an inappropriate way. Write access makes it possible to
compromise the audit data

This role holds the %AdminSecure privilege— This role includes the %AdminSecure resource, which allows
holder to change access privileges for any user

This role holds WRITE privilege on the CACHESYS database— this role allows users to write to the CACHESYS
system database, thus making it possible to change the system code and Caché system settings

Users:

At least 2 and at most 5 users should have the %All role— at least 2 and no more than 5 users can have the %All
role. Too few users with this role may result in problems with access during emergencies; too many users may
jeopardize the overall security of the system.

This user holds the %All role— this user has the %All role. You need to verify the necessity of assigning this role
to the user.

UnknownUser account should not have the %All role— the system cannot be considered secure if UnknownUser
has the %All role.

Account has never been used— this account has never been used. Unused accounts may be used for
unauthorized access to the system.

Account appears dormant and should be disabled— the account is inactive and must be disabled. Inactive
accounts (ones that haven’t been used for 30 days) may be used for unauthorized access.

Password should be changed from default password— the default password value must be changed.

After deleting a user, make sure that roles and privileges created by this user have been deleted, if they are no
longer required.

1.5 Configuring the password policy

Password case sensitivity is enabled in Caché by default.

The password policy is applied through the following section of the management portal:

[Home]>[Security Management] > [System Security Settings] > [System-wide Security Parameters].

The configuration of the necessary password complexity is carried out by specifying a password template in the
Password Pattern parameter. By default, maximum security uses Password Pattern = 8.32ANP, which means that
passwords must be 8 — 32 characters long, contain numbers, characters, and punctuation marks. The “Password
validation routine” parameter is used for invoking specific password validity checking algorithms.

A detailed description is provided in [1], section “Password Strength and Password Policies”.

In addition to using internal mechanisms, authentication in Caché can be delegated to the operating system,
Kerberos or LDAP servers.

Just recently, | had to check whether the Caché DBMS complied with the new edition of PCI DSS 3.2, the main
security standard of the bank card industry adopted in April 2016.

Compliance of Caché DBMS security settings with the requirements of the PCI DSS version 3.2 [5] standard

1.6 Configuration of terminating an inactive database connection

Database disconnect settings for inactive user sessions depend on the type of connection to Caché.

For SQL and object access via TCP, the parameter is set in the [Home] > [Configuration] > [SQL Settings] >
[General SQL Settings] section of the management portal. Look for a parameter called TCP Keep Alive interval (in
seconds): set it to 900, which will correspond to 15 minutes.

For web access, this parameter is specified in the “No Activity Timeout” for [Home] > [Configuration] > [CSP

Page 4 of 12



Recommendations on installing the InterSystems Caché DBMS for production environment
Published on InterSystems Developer Community (https://community.intersystems.com)

Gateway Management]. Replace the default parameter with 900 seconds and enable the “Apply time-out to all
connections” parameter

2 Event logging

2.1 General settings

To enable auditing, you need to enable this option for the entire Caché DBMS instance. To do it, open the system
management portal, navigate to the auditing management page (([Home] > [Security Management] > [Auditing]**
and make sure that the “Disable Auditing” option is available, and “Enable Auditing” is unavailable. The opposite
will mean that auditing is disabled.

If auditing is disabled, it should be enabled by selecting the “Enable Auditing” command from the menu. You can
view the event log through the system management portal: [Home] > [Security Management] > [Auditing] > [View
Audit Database]

There are also system classes (utilities) for viewing the event log. The log contains the following records, among
others:

-Date and time

-Event type

-Account name (user identification)

Access to audit data is managed by the %DBCACHEAUDIT resource. To disable public access to this resource,
you need to make sure that both Read and Write operations are closed for Public access in its properties. Access
to the list of resources is provided through the system management portal [Home] > [Security Management] >
[Resources] > [Edit Resource]. Select the necessary resource, then click the Edit link.

By default, the %DBCACHEAUDIT resource has the same-name role %DBCACHEAUDIT. To limit access to
logs, you need to define a list of users with this role, which can be done in the system management portal:
[Home] > [Security Management] > [Roles] > [Edit Role], then use the Edit button in the %DBCACHEAUDIT role

2.2 List of logged event types

2.2.1 Logging of access to tables containing bank card details (PCI DSS 10.2.1)

Logging of access to tables (datasets) containing bank card data is performed with the help of the following
mechanisms:

1. A system auditing mechanism that makes records of the “ResourceChange” type whenever access
rights are changed for a resource responsible for storing bank card information (access to the audit
log is provided from the system management portal: [Home] > [Security Management] > [Auditing] >
[View Audit Database]));

2. On the application level, it is possible to log access to a particular record by registering an
application event in the system and calling it from your application when a corresponding event
takes place.

[System] > [Security Management] > [Configure User Audit Events] > [Edit Audit Event]

2.2.2 Logging attempts to use administrative privileges (PCI DSS 10.2.2)

The Caché DBMS logs the actions of all users and the configuration of the logging method is carried out by
specifying the events that should be logged [Home] > [Security Management] > [Auditing] > [Configure
SystemEvents]

Logging of all system events needs to be enabled.
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2.2.3 Logging of event log changes (PCI DSS 10.2.3)

The Caché DBMS uses a single audit log that cannot be changed, except for the natural change of its content and
error entries, log purging, the change of audited events, which add corresponding AuditChange entries to the log.
The task of logging the AuditChange event is accomplished by enabling the auditing of all events (see 2.2.2).

2.2.4 Logging of all unsuccessful attempts to obtain logical access (PCI-DSS 10.2.4)

The task of logging an unsuccessful attempt to obtain logical access is accomplished through enabling the auditing
of all events (see 2.2.2).
When an attempt to obtain logical access is registered, a LoginFailure event is created in the audit log.

2.2.5 Logging of attempts to obtain access to the system (PCI DSS 10.2.5)

The task of logging an attempt to access the system is accomplished by enabling the auditing of all events (see
2.2.2).

When an unsuccessful attempt to obtain access is registered, a “LoginFailure” event is created in the audit log. A
successful log-in creates a “Login” event in the log.

2.2.6 Logging of audit parameter changes (PCI DSS 10.2.6)

The task of logging changes in audit parameters is accomplished by enabling the auditing of all events (see 2.2.2).
When an attempt to obtain logical access is made, an “AuditChange” event is created in the audit log.

2.2.7 Logging of the creation and deletion of system objects (PCI DSS 10.2.7)

The Caché DBMS logs the creation, modification, and removal of the following system objects: roles, privileges,
resources, users.

The task of logging the creation and deletion of system objects is accomplished by enabling the auditing of all
events (see 2.2.2).

When a system object is created, changed or removed, the following events are added to the audit log:
“ResourceChange”, “RoleChange”, “ServiceChange”, “UserChange”.

2.3 Protection of event logs

You need to make sure that access to the %DBCACHEAUDIT resource is restricted. That is, only the admin and
those responsible for log monitoring have read and write rights to this resource.

Following the recommendations above, | have managed to install Caché in the maximum security mode. To
demonstrate compliance with the requirements of PCI DSS section 8.2.5 “Forbid the use of old passwords”, |
created a small application that will be launched by the system when the user attempts to change the password
and will validate whether it has been used before.

To install this program, you need to import the source code using Caché Studio, Atelier or the class import page
through the control panel

ROUTI NE PASSWORD
PASSWORD ; password verification program
#i ncl ude %occl ncl ude
CHECK( User nane, Passwor d) PUBLI C {
if '$match(Password, "(?=.*[0-9])(?=.*[a-zA-Z]).{7,}") quit $SSERROR($$$Ceneral Error,"
Password does not match the standard PCl _DSS v3.2")
set Renenber=4 ; the nunber of nobst recent passwords that cannot be used accordin
g to PCl -DSS
set G obRef =""PASSWORDLI ST" ; The name of the global |ink
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set Passwor dHash=$Syst em Encrypti on. SHA1Hash( Passwor d)
i f $d(@d obRef @ User nane, "hash", Passwor dHash) ) {
quit $$$ERROR($$$CGeneral Error, "Thi s password has al ready been used ")

}
set hor=""
for i=1:1 {
; Traverse the nods chronologically fromnew to old ones
set hor=%order (@ obRef @ User nane, "dat eti ne", hor), -1)
qui t: hor=""
; Delete the old one that's over the linmt
if i>(Renmenber-1) {
set hash=$g( @ obRef @ User nane, "dateti ne", hor))
kill @3 obRef @ Usernane, "dateti ne”, hor)
kill:hash' ="" @3 obRef @ User nane, "hash", hash)
}
}

; Save the current one

set @3 obRef @ User nane, "hash", Passwor dHash) =$h

set @3 obRef @ User nane, "dateti me", $h) =Passwor dHash
quit $$IK

Let's save the name of the program in the management portal.

It happened so that my product configuration was different from the test one not only in terms of security but also in
terms of users. In my case, there were thousands of them, which made it impossible to create a new user by
copying settings from an existing one.

DBMS developers limited list output to 1000 elements. After talking to the InterSystems WRC technical support
service, | learned that the problem could be solved by creating a special global node in the system area using the
following command:

¥8YS>set ~CacheTenp. Myt Port al Setti ngs($User nane, " MaxUser s") =5000

This is how you can increase the number of users shown in the dropdown list. | explored this global a bit and found
a number of other useful settings of the current user. However, there is a certain inconvenience here: this global is
mapped to the temporary CacheTemp database and will be removed after the system is restarted. This problem
can be solved by saving this global before shutting down the system and restoring it after the system is restarted.
To this end, | wrote two programs,"%ZSART and ~"%ZSTOP, with the required functionality.

The source code of the %ZSTOP program

%ZSTOP() {
Qui t

}

/1l save users’ preferences in a non-killable gl obal

SYSTEM) Public {
nmerge ~tnpMyt Portal Settings="CacheTenp. Myt Port al Setti ngs
qui t

The source code of the %ZSTART program
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YZSTART() {
Quit
}
/1l restore users’ preferences froma non-killable gl obal
SYSTEM) Public {
i f $data(”tnmpMgt Portal Settings) nerge "CacheTenp. Myt Portal Settings="tnmpMt Portal S
ettings
qui t
}

Going back to security and the requirements of the standard, we can't ignore the backup procedure. The PCI DSS
standard imposes certain requirements for backing up both data and event logs. In Caché, all logged events are
saved to the CACHEAUDIT database that can be included in the list of backed up databases along with other
ones.

The Caché DBMS comes with several pre-configured backup jobs, but they didn't always work for me. Every time |
needed something particular for a project, it wasn't there in “out-of-the-box” jobs. In one project, | had to automate
the control over the number of backup copies with an option of automatic purging of the oldest ones. In another
project, | had to estimate the size of the future backup file. In the end, | had to write my own backup task.
CustomListBackup.cls

I ncl ude YoccKeyword
/11l Backup task class
Gl ass App. Task. Cust onli st Backup Ext ends %SYS. Task.Definition [ Legacyl nst anceCont ext

]

{
/11 |f ..AlIlDatabases=1, include all databases into the backup copy ..PrefixlncludeDB

and .. Incl udeDat abases are ignored
Property All Databases As % nteger [ Initial Expression = 0 ];
/11 1f ..AlDatabases=1, include all databases into the backup copy, excluding from.
. I gnor eFor Al | Dat abases (comma-delimted)
Property | gnoreFor Al | Dat abases As %&tri ng( MAXLEN = 32000) [ Initial Expressi on = " Not
applied if Al Databases=0 " ];

/11 1f ..lgnoreTenpDat abases=1, exclude tenporary databases
Property | gnoreTenpDat abases As YW nteger [ Initial Expression =1 ];
/11 1f ..lgnorePreparedDat abases=1, exclude pre-installed databases

Property |gnorePreparedDat abases As YW nteger [ Initial Expression =1 ];

/11 If ..AIlDatabases=0 and PrefixlncludeDB is not enpty, we will be backing up all d
at abases starting with .. PrefixlncludeDB

Property PrefixlncludeDB As ¥Gtring [ Sql Comput eCode = {S {*}=..ListNS()}, Sql Conpute

d];
/11 1f ..A I Databases=0, back up all databases from..Incl udeDat abases (conma-
del i mit ed)

Property | ncludeDat abases As ¥stri ng( MAXLEN = 32000) [ Initial Expression = {"Not appl
ied if Al Databases=1"_ ..ListDB()} ];

/11 Name of the task on the general I|ist

Par amet er TaskNane = "Custonli st Backup";

/1]l Path for the backup file

Property DirBackup As %string(MAXLEN = 1024) [ Initial Expression = {##class(%ile).No
rmal i zeDi rectory("Backup")} 1;

/1] Path for the |og

Property DirBackupLog As ¥String( MAXLEN = 1024) [ Initial Expression = {##class(%il e)
.NornalizeDi rectory("Backup")} ];

/11l Backup type (Full, Incremental, Cunulative)
Property TypeBackup As %string(Dl SPLAYLIST = ", Full, I ncremental, Cunul ative", VALUELIS
T=",Full,Inc,Cunt) [ Initial Expression = "Full", Sqgl Col umNunber = 4 ];
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/11 Backup file nanme prefix
Property PrefixBackUpFile As ¥tring [ Initial Expression = "back" ];
/11 The maxi mum nunber of backup files, delete the ol dest ones
Property MaxBackUpFiles As B nteger [ Initial Expression = 3 ];
Cl assMet hod DevicelsValid(Directory As ¥string) As %status
{
If '##class(%.ibrary.File).DirectoryExists(Directory) quit $$SERROR($$$General Err
or,"Directory does not exist")
quit $$IK
}
O assMet hod CheckBackup(Devi ce, MaxBackUpFiles, del = 0) As %status
{
set pat h=##cl ass(%-i |l e). NormalizeFi | ename(Devi ce)
quit:'##class(%ile).DirectoryExi sts(path) $$$ERROR($$$Cener al Error, "Fol der "_pat
h_" does not exist")
set max=MaxBackUpFi | es
set result=##class(%esultSet). ¥%New("%-ile:FileSet")
set st=result.Execute(path,"*.cbk",, 1)
whil e result. Next ()

{ If result. CGetData(2)="F" {
continue:result. GetData(3)=0
set ts=$tr(result.GetData(4),"-: ")
set ts(ts)=%lb(result.CGetData(l),result.GetData(3))
}
}
#, Let’s traverse all the files starting fromthe newest one
set i="" for count=1:1 { set i=$order(ts(i),-1) quit:i=""

#;, Get the increase in bytes as a size difference with the previous backup

if $data(size),  $data(delta) set delta=size-$lg(ts(i), 2)

#;, Get the size of the nost recent backup file in bytes

if '$data(size) set size=$lg(ts(i), 2)

#;, |If the nunber of backup files is larger or equals to the upper limt, dele
te the ol dest ones along with | ogs

if count'$g(free) $SSERROR($$$Ceneral Error, "Estimated size of the new backup
file is larger than the avail able disk space: ("_$g(size)_ "+"_$g(delta)_")>"_$g(free))

quit $$IK
}
Met hod OnTask() As %stat us
{
do $zu(5, " ¥BYS")
set list=""
nmer ge ol dDBLi st ="SYS( " BACKUPDB")
kill ~SYS("BACKUPDB")
#, Addi ng new properties for the backup task
set stat us=$$$OK
try {
##; Check the nunber of database copies, delete the oldest one, if necessary
##; Check the remaining disk space and estinmate the size of the newfile
set status=..CheckBackup(..DirBackup, .. MaxBackUpFil es, 1)
qui t : $$31 SERR( st at us)
#, Al databases
if ..AlIlDatabases {
set val s=""
set disp=""
set rss=##cl ass(%Resul t Set) . ¥New( " Confi g. Dat abases: Li st")
do rss. Execut e()
whil e rss. Next (.sc) {
if ..lgnoreForAll Dat abases' ="", ("," _..IlgnoreForAl | Dat abases_",")[(","
_$zconvert(rss. Data("Nane"),"U')_",") continue
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if ..lgnoreTenpDat abases continue:..|sTenpDB(rss. Data("Nane"))
i f ..lgnorePreparedDat abases continue:..|sPreparedDB(rss. Data("Nane")

set "SYS("BACKUPDB', r ss. Dat a(" Nanme"))=""

}
}

el se {
#, if the PrefixlncludeDB property is not enpty, we’ll back up all DB s w
ith names starting from..PrefixlncludeDB
if ..PrefixlncludeDB ="" {
set rss=##cl ass(WResul t Set) . ¥New( " Confi g. Dat abases: Li st")
do rss. Execute(..PrefixlncludeDB "*")
whil e rss. Next (.sc) {
i f ..lgnoreTenpDat abases continue:..|sTenpDB(rss. Dat a(" Nane")

)
set "SYS("BACKUPDB", rss. Dat a(" Nane"))=""
}
}
#;, Include particul ar databases into the Ii st
i f ..lncludeDatabases' ="" {
set rss=##cl ass(%Resul t Set) . ¥New( " Confi g. Dat abases: Li st")
do rss. Execute("*")
whil e rss. Next (.sc) {
if ..lgnoreTenpDat abases continue:..|sTenpDB(rss. Data("Nane"))
if (","_..IncludeDatabases_",")"'[(","_$zconvert(rss. Data("Nane"),
"U)_",") continue
set "SYS("BACKUPDB', rss. Dat a(" Nange"))=""
}
}
}
do .. GetFil eNane(. backFile,.logFile)
set typeB=$zconvert ($e(.. TypeBackup, 1),"U")
set:"FIC'' [typeB typeB="F"
set res=3$$BACKUP DBACK("", typeB, "", backFile, "Y', logFile,"NJ NPUT","Y","Y", "",
if "res set status=$$$SERROR($$$General Error,"Error: "_res)
} catch { set stat us=$$$ERROR( $$$General Error,"Error: "_$ze)
set $ze=""
}
kill ~SYS("BACKUPDB")
nmerge "~SYS("BACKUPDB") =ol dDBLi st
quit status
}

/1l Get file nanes
Met hod Get Fi | eNane(aBackupFil e, ByRef alLogFile) As %status

{

set tnpNanme=..PrefixBackUpFile_"_"_..TypeBackup_"_"_$s(..All Databases:"Al |l ", 1:"Li
st") " " $zd($h,8) $tr($j($i(cnt),3)," ",0)

do {

s aBackupFi | e=##cl ass(%-i |l e). Normali zeFi | ename(.. D rBackup_"/" _tnpNanme_". cbk"

)

} while ##class(%ile). Exi sts(aBackupFil e)

set alLogFil e=##cl ass(%-ile).NormalizeFil ename(..D rBackupLog_"/" _tnpName_".lo0g")

quit 1
}

/1l Check if the database is pre-installed
G assMet hod | sPrepar edDB( hane)

{
if (", ENSDEMO, ENSEMBLE, ENSEMBLEENSTEMP, ENSEMBLESECONDARY, ENSLI B, CACHESYS, CACHELI B
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, CACHETEMP, CACHE, CACHEAUDI T, DOCBOOK, USER, SAMPLES, ")[ (", " _$zconvert (nane,"U")_",") qui
t 1
quit 0
}
/1l Check if the database is tenporary
G assMet hod | sTenpDB( nane)

{
qui t: $zconvert (nane, "U")["TEMP" 1
qui t: $zconvert (nane, "U') [ " SECONDARY" 1
quit 0

}

[/l Get a conma-delimted |ist of databases
Cl assMet hod Li st DB()

{
set list=""
set rss=##cl ass(%Resul t Set) . %New( " Conf i g. Dat abases: Li st")
do rss. Execut e()
while rss. Next (.sc) {
set list=list "," rss.Data("Nanme")
}
quit list
}
ClassMethod ListNS() [ Private ]
{
set disp=""

set tRS = ##cl ass(%Resul t Set) . ¥%New( " Confi g. Namespaces: List")

set tSC = tRS. Execut e()

Wil e tRS. Next () {

set disp=disp_","_tRS. GetData(l)

}

set %l ass=.. % assNane(1)

$$$conSubMenber Set (%l ass, $$$cCLASSpr operty, "Prefi xI ncl udeDB", $$$cPROPpar anet er , "
VALUELI ST", di sp)

quit ""
}
Cl assMet hod onconpil e() [ CodeMbde = generator ]
{

$$$def Menber KeySet (%el ass, $$$cCLASSpr operty, " Prefi xI ncl udeDB", $$$cPROPt ype, " %St r i
ng")

set updat ed ass=##cl ass("%i ctionary. d assDefinition"). % penl d( %l ass)

set updated ass. Modi fi ed=0

do updat ed ass. ¥Bave()

do updat ed ass. % ose()

All our major concerns are addressed here:

limitation of the number of copies,

removal of old copies,

estimation of the size of the new file,

different methods of selecting or excluding databases from the list.

Let's import it into the system and create a new task using the Task manager.

And include the database into the list of copied databases.

All of the examples above are provided for Caché 2016.1 and are intended for educational purposes only. They
can only be used in a product system after serious testing. | will be happy if this code helps you do your job better
or avoid making mistakes.

Github repository
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https://github.com/SergeyMi37/ExampleBackupTask

Recommendations on installing the InterSystems Caché DBMS for production environment
Published on InterSystems Developer Community (https://community.intersystems.com)

The following materials were used for writing this article:
1. Caché Security Administration Guide (InterSystems)
2. Caché Installation Guide. Preparing for Caché Security (InterSystems)
3. Caché System Administration Guide (InterSystems)
4. Introduction to Caché. Caché Security (InterSystems)
5. PCI DSS.RU. Requirements and the security audit procedure. Version 3.2
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