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DeepSee: Setting up security - Part 4 of 5

In part 1, part 2, and part 3 of this series we set up three user types. In this part of the tutorial we see how to secure
model elements (such as DeepSee cubes) and DeepSee items (such as a folder containing pivot tables and
dashboards in the DeepSee User Portal).

Secure cubes and DeepSee items

DeepSee allows developers to secure model elements (i.e. cubes, subject areas, pivot tables, dashboards, KPIs,
listings, listing fields). In this tutorial one of the cubes defined in the APP namespace is the INVOICES cube. In this
section we will see how to secure the INVOICES cube so that pivot tables and dashboards based on this cube can
only be accessed by power users and administrators (but not by simple users).

Another task performed in this section is to secure pivot tables and dashboard stored in the Admin folder. We will
see how to let only power users and administrators to access pivot tables and dashboards in the Admin folder.
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Create visibility roles

To secure all pivot and dashboards DeepSee elements (e.g. pivot tables, dashboards, KPIs) based on the
INVOICES cube and the Admin DeepSee folder, create in the Roles page the following visibility roles with no public
permissions:

Role Purpose
clnvoices Secure the INVOICES cube
fAdmin Secure the Admin folder

Home | About | Help | Logout System > Security Management > Resources Inters te s»
~— Server CTPATMPTTITEEZETY ermespace %S¥S interoystem
User:  UnknownUser Licensed to: ISC Development Instance: C173 —
Create New Resource J Export § Import § Delete j Profile Resources

Public Permissions “|Cache resources provide access for users based on the rights they hold. The following resources are currently
4 . 5
Gz available:
* e P; i Results: 48 | P |1] 1
e size: 0 esults: e: 0
7 Use ag ag
# No permissions Name Description Public ~ Resource
Permission Type
i i J i [l Edit Delete
Resource Name %eAdmin_Journal Enables setting or clearing the no journaling process flag in programmer mode System  Edit
* %Admin_Manage For System Managers: Grants access to system management utilities System Edit Delete
Maximum rows YAdmin_Operate For System Operators: Grants access to operator utilities System Edit Delete
1000 YAdmin_Secure For Security Administrators: Grants access to security utilities System Edit Delete
YeAdmin_Task For Task Manager Administrators: Grants access to Task Manager utilities System  Edit Delete

Create a New Resource Name b Database Edit

Database Edit Delete

‘ Create a New Resource Name User Database Edit Delete
Namespace

Database Edit Delete
Database Edit Delete

Create a New Resource Name

Database Edit Delete

Resource Name [cInvoices Database Edil Delele
Required. Enter 1-64 characters Database Edit Delete
Description Secure the INVOICES cube Database Edit Delete

Database Edit Delete

Database Edit Delete

2 Database Edit Delete
Public Permission | | Read Write Use Database Edit Delete
Database Edit Delete

Cancel Save Database Edit Delete

,;é,i Database Edit Delele

%DB_USER The USER database Database Edit Delete

To secure the cube, navigate to the INVOICES cube in architect. Click on the light blue bar in the central panel. In
the Details panel on the right select clnvoices under Resource. Compile the cube.
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Menu

Invoices*

Home | About | Help | Logout

DeepSee > Architect

Server EIgENLEETGULEESFEYY MNamespace: APP Switch

User: _SYSTEM Licensed to: ISC Development

InterSystems*

Caché

Instance: C173 u

Source Class

¥ User.InvoicesSource » Invoices

% E')b;tDe ¥ Measures
[ InvoiceNumber V¥ Dimensions
[ Lineltems ¥ oD
[ status H1
%ID
¥ Date
H1
Year
Month
Date

¥ InvoiceNumber

¥ Listing Fields

¥ Named Sets
¥ Relationships

V¥ Expressions

Model Elements Add Element

Undo
Element Type

data dimension
hierarchy

level 1

time dimension
hierarchy

level 1

level 2

level 3

data dimension

H1 hierarchy
InvoiceNumber level 1
¥ Status data dimension
H1 hierarchy
Status level 1
¥ Listings

¥ calculated Members

Expand All
Details

%ID
Date

Year
MonthNumber
DayMonthYear

InvoiceNumber

Status

Collapse

XA A XXM ANXXXNNXXX X

Details

Cube Disabled |/

Cube Name

Architect

||nv0ices

Display name

|Inv0ices

Description

o §
Caption

Domain

dc}|

LU
Source class

|USEL InvoicesSource

Mull replacement string

Default listing

Owner

Resource

||c|nv0ice5

Count measure name

Count measure caption

[%COUNT

Initial build order

Build restriction

Class name

|User.lnv0ices

To secure the DeepSee items in the Admin folder, navigate to Folder Manager and click on the Admin folder. In
the Details box on the left under Resource select fAdmin and save.

Home | About | Help | Logout DeepSee > Folder Manager l .
nterSystems
Folder Manager Server ETETTARTIITINSZ] Namespace:APP Switch u Caché
User: _SYSTEM Licensed tor ISC Development  Instance €172
sowchi | Folder Manager
The Folder Manager lets you import, export, and delete items. Name Type Created by Public
within user folders. ©  Funfacts Das+aoamn admin Yes X
Export/import Location 3 My private pivot Pror _SYSTEM x
= Server . Browser < Pivot — _SYSTEM x
Server Direct .
[ Tver Difectory ‘ -« v Admin Folder x
Create Container Class For Export Invoices Daskmonso admin Yes X
— - Invoices Pror admin Yes X
Details || Directory
Name
Admin

|

Create a DSInvoices role

Next, add the two visibility roles we just created to a new DSInvoices role.
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Home | About | Help | Logout System > Security Management > Roles > Edit Role Inters ste 5’”
Edit: DSInvoices Server GIUEYLRENGTTEEEFEYOY Namespace: %SYS Caché y
User:  UnknownUser Licensed to: ISC Development Instance: C173 e

Eait Role

Edit definition for role DSInvoices:

- \ e W N, Y4 Y
/ General '( Members \ Assigned To ( sQL Privileges '( SQL Tables ( sQL views { SQUProcedures
N AN LS AN
Name |DSinvoices
Required.
Description
Privileges  Resource Permission
clnvoices RWU Edit Delete
fAdmin RWU Edit Delete
Add...

Extend poweruser and the Admin user

Assign the DSInvoices role to poweruser and the Admin users, but not to simpleuser.

Home | About | Help | Logout System > Security Management > Users > Edit User Inters ste S"
Edit: Admin Server:EIEUNREWTGCEFEV{Y Namespace: %SYS Cecha y I I I
User: UnknownUser Licensed to: ISC Development Instance: C173 —HLs

Save | BaGHEHE KeEh: Edit User
RET) Profile ] Cancel |

Edit definition for user Admin:

\ / P \ \
;"' General /' Roles \\: SQL Privileges \\f( SQL Tables \( sQL views Y{ SQL Procedures
s X LY AN

User Admin is assigned to the following roles:

Role Name Grant Option
DSAdmin Remove

DSinvoices Remove

Remove All

Assign the user to additional roles by selecting one or more available roles and pressing [Assign].
Available Selected

————— Select One or More --—- ----- Select One or More -—-
eAll
%DB_%DEFAULT
%DB_APP-CACHE
%DB_APP-CODE
%DB_APP-DATA
%DB_APP-DEEPSEE
%DB_APP-DSTIME
%DB_APP-FACT
%DB_APP-INDEX
%DB_CACHE
%DB_CACHEAUDIT
%DB_CACHELIB
%DB_CACHESYS
%DB_CACHETEMP -

Assign

| Assign with Grant Option |

& [¥ 2 |v

Hold the [Shift] or [Ctr] key while clicking to select multiple roles.

Test the users

Open an incognito/private window of your browser and log in with simpleuser, poweruser, and Admin. Navigate to
Analyzer and User Portal and confirm that the Admin folder is visible for poweruser and Admin but not for
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simpleuser. As shown in the example below, simpleuser can only see pivot tables and dashboards outside the
Admin folder that not based on the INVOICES cube ("Fun facts" and "Pivot" in the example below):

Menu

Home | About | Logout User simpleuser Licensed to:1SC Development InterSystems
WEICome, SII'n|J|EUSEI' « CJ Search view: Covers List show: Favorites All Personal Shared Public
Alerts 0 new item(s) Name Type Keywords
Fun facts Daswsoaso *
You have no alerts. £ Pivot Prec *

Favorites Ox O

You have no favorites.

In the last part of these series we will conclude with some remarks and troubleshooting tips, including how to "hide"
pivot tables in User Portal.

#Access control #Beginner #Security #InterSystems IRIS Bl (DeepSee)
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