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Debugging Web

In this article I'll cover testing and debugging Caché web applications (mainly REST) with external tools. Second
part covers Caché tools.

You wrote server-side code and want to test it from a client or already have a web application and it doesn't work.
Here comes debugging. In this article I'll go from the easiest to use tools (browser) to the most comprehensive
(packet analyzer), but first let's talk a little about most common errors and how they can be resolved.

Errors

401 Unauthorized

| think it's the most often encountered error during the deploy to production. Local development server usually has
minimal security setting or normal but vanilla security. Production server, however can have a more restrictive
scheme. So:

* Check that you're logged in
* Check that user has access to the database/table/procedure/row/column you want to access
* Check that OPTIONS request can be performed by unauthorized user

404 Not Found
Check:

¢ Urlis correct

* If it's a new application and you're using external web-server reloading web-server can help
Application errors

In some way the easiest to find - stack trace helps. Resolution is completely application-specific.

Debugging tools

Web browser

The first and always available debug tool is a Web browser, preferably Chrome but Firefox would also suffice. GET
requests can be tested by entering the URL into address bar, all other requests require a web application or writing
js code. General approach is:

* Press F12 to open developer tools.

* Go to Network tab

* Check Preserve Log checkbox, if not set
¢ Display only XHR requests

¢ Perform buggy action in web application
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[w ﬂ Elements Console Sources |Network Timeline  Profiles  Application  » 02 : X
® ©® W YT  View = = Preserve log [ Disable cache | [J Offline No throttling v
[Filter |[J Regex [ Hide data URLs

an |£3E) )5 CSS Img Media Font Doc WS Manifest Other
I 100000 ms 200000 ms 300000 ms 400000 ms 500000 ms 600000 ms TOO00DD ms 800000 ms
Name X | Headers | Preview Response Coockies Timing

|_| info?size=500 | ¥ General

|_| Test?Namespa... Request URL: http://localhost:57772/MDX21S0N/Config/SAMPLES *Namespace=MDX2]50
I_l CAMBLECTRIzne N

Copy » |GET
L | form 21 Unauthorized

| info? . 127.8.9.1:57772
Save as HAR with content
b-referrer-when-downgrade

Clear browser cache view source

-ALLOW-CREDEMTIALS: true

-ALLOW-HEADERS: Content-Type, Authorization, Accept-Language,
h

-ALLOW-METHODS: GET, PUT, POST, DELETE, OPTIONS
L-ALLOW-ORIGIN: http://localhost:57772

Open in new tab _MAX-AGE: 18680

CACHE-COMTROL: no-cache

Connection: Keep-Alive

CONTENT-LENGTH: @

Content-Type: application/json; charset=utf-3

Date: Mon, 17 Apr 2817 18:42:48 GMT

EXPIRES: Thu, 29 Oct 1998 17:@4:19 aMT

Keep-Alive: timeout=128

PRAGMA: no-cache

Server: Apache

Clear browser cookies

Replay XHR

¥ Request Headers view source
Accept: application/json, text/plain, */*
Accept-Encoding: gzip, deflate, sdch, br

Accept-Language: ru
5/ 67 requests | ., ’ 9Had

Connection: keep-alive

: | Conscle x

& ¥ top ¥ ¥ Preserve log

Navigated to http://localhost:57772/formsui/index. html
MNavigated to http://localhost:57772/dsw/index. html

@ PGET http://localhost:57772/MDX2IS0N/Test INamespace=5AMPLES 481 angular.min.js:86
(Unauthorized)

@ PGET hitp://localhost:57772/MDX2ISON/Config/SAMPLES 2amespace=MD¥2150N 481 angular.min.]s:86
(Unauthorized)

>
From here you can examine requests and resend them. Firefox can also edit requests before repeating them.

Pros:
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* Always available
* Easy to use (end users can send screenshots of Network and Console tabs)
* It's end user environment

Cons
¢ Doesn't show partially send/broken/etc. responses
¢ Slow on big responses
¢ Slow on big number of responses
¢ Everything is done manually

REST client

REST Client is a standalone web application or web browser addon made specifically for testing web applications. |
use Postman, but there are a lot of them. Here's how debugging on Postman looks like:

@ Postran - [m} >
File Edit View Collection History Help

uj Runner Import D. Builder 4 ‘_., Sign In ‘ & L 4

CACHE@localhost

L Dashboards L]
Collections
» Dashboards
Al
GET http://- = /MDX2JSON/Dashboards?Namespace... Params Send o Save
MDX2JSON
19 requests Authorization @ (1) Cookies Code
Tes
Format Type Basic Auth Clear Update Request
Dashboards
Dashboard
. The authorization header will be generated and
idaet: Usemname {{user}} added as a custom header
Password 0 ssssesss Save helper data to request
Show Password
MDXDrillthrougt
Filters Body 4) (16) Status: 2000K  Time: 614 ms  Size: 3.83 KB
TermLis — _
Pretty JSON - Save Response
2 ] "children": [
3w
a sritlen: o,
5 "path": "Basic Dashboard Demo.dashboard",
6 "Cover": "covers/14489721 s.jpg"
7 Is
B+ {
DEL 9 sritlen: o,
_ 18 "path": "Dynamic Dashboard.dashboard”,
Favorites/:item 11 "Cover": "covers/81@7796_s.jpg"
12 9
Configl:app 13~ {
14 sritlen: o,
Config 15 "path”: "KPIs & Plugins/Demo Filter Interoperability.dashboard”,

Postman works with requests grouped into collections. Request can be sent into the environment. Environment is a
collection of variables. For example in my CACHE@ ocal host environment host variable is set to localhost and
user to SYSTEM. When request is sent variables are replaced with their values for chosen environment and the
request is sent.

Here's a sample collection and environment for MDX2JSON project.

Pros:
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* Write once - use everywhere
* Better control over request
* Response prettification

Cons:

(Feb 22 update POSSIb|e in Postman)
* Sometimes fails on partially send/broken/etc. responses

HTTP Debugging proxy

A standalone application that logs HTTP(S) traffic. Logged requests can be modified and resend. | use Charles and
Fiddler.

2 Charles 3.5.2 - Session 10

File Edit View Proxy Tools Window Help

1|l | v e8| /v % |
Structure  Sequence Owerview Request Response Summary Chart Motes
EID http://localhost: 57772 Name Type Value
E}D formsui/ . i .
{ EID partials/ | 7| name rfng Eerson
T L R ] | | class String Form, Test.Person
P | 7 form.html P dieplavP i
Ei == fn:urrns," (7 |5.p ay rl:nr:lertg,r tr!ng name
------ | | chjpermissions String CRUD
- form/ ]
i . =l fields Array
T == obeet L
-3 | e
------ J Form. Test Persun P name Strfng ;':LF'TJE Stri
& Ei‘ objects/ = t_-,rpilect. Strfng ibrary.5tring
--ﬁ Form.Test.Person, N ;D EI ||:|n Strfng N
-4 Form.Test.Company/ e =F .a}rd ame I :ng ﬂame
B Ei‘ object/ - rEn::l.an 5:: ?Qer o
=] Jﬁ' Form.Test.Person, | categery rl.ng statype
o J 24 =l [1] Object
------ | 7] name String dob
------ | 7 type String %Library.Date
------ | 7 collection String
------ | 7 displayMame  String Date of Birth
------ 1 rarirad lntamar i
Headers Cookies Text Hex JSON  JS0N Text Raw
Pros:

* Processes partially send/broken/etc. responses

* Response prettification

¢ Better support for HTTPS traffic (than in packet analyzer)
¢ Can save capture sessions

Cons:
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* Something (web application/REST client/JS code) is required to send the request
Packet analyzer

A computer program that can intercept and log traffic that passes over a network. As data streams flow across the
network, the sniffer captures each packet and, if needed, decodes the packet's raw data. This is the most
comprehensive option, but also requires some skill to operate properly. | use WireShark. Here's a little guide on
how to install and use it:

1. If you're going to capture local packets, read about loopback and install prerequisite software (npcap for
windows)

2. Install WireShark

3. Configure capture filters (for example filter to capture only traffic on 57772: port 57772

4. Start capture

5. Configure display filters (for example filter to display only http traffic to a specific ip: ip.addr == 1.2.3.4 &&
http

Here's a sample capture of http traffic (display filter) on 57772 port (capture filter):

| A
~
GET /forms/form/objects/Form. Test. Conpany/infoclass?size=56@ HTTP/1.1
Host: lacalhost:57772
User-Agent: Mozilla/5.@ (Windows NT 10.0; WOWG4; rv:52.8) Gecko/20100101 Firefox/52.0 £ “Npcop Loopback Adapter (port 57772) - o X
Accept: application/json, text/plain, */*
P ——— Fie Edit View Go Captwre Analyze Statistics Telephony Wireless Tools Help
Accept-Encoding: grip, deflate 1 ® &= = B
Authorization: Basic mge RBRe+2EFLSERAQE
Referer: http://localhost:57772/formsui/index.html E http,/ [x] ~] Expression. +
Cookie: CSPSESSTONID-SP-57772-UP-forms-=eal 2Fma 1MeD352X8; Us
State-5CB12852-0C B-B976BEGERES1E~: 7; state-778CF1B-BAF4-4236-BCBD-3EFCC| N0 Time Source Destation Protocal  Length  Info ~
BABG7284-4BAL “se7p345L 5 nsstate.fal 140-0; nsstate.falsc.EN| | 8275 12726.8155. 127.0.0.1 127.0.0.1 HTTR 2664 GET /formsui/partials/forms.html HTTP/1.1
AF6BE 3FA-CLBE-42FD-AEGF - 5 state-1983CDF A-BIF2-CI5E6C - 8277 12726.8176.. 127.6.0.1 127.0.0.1 HTTR 426 HTTP/1.1 304 Not Modified
DD79-43CD-9D24~2ADGOBOGECEF=SYSADIRIAZ; stat s 8279 12726.8896.. 127.0.0.1 127.0.0.1 HTTR 2768 GET /forms/forn/info2size=568 HTTP/1.1
E207D6CEC ; state-ga: A R5E6C ; nsstate.false.| | 8281 12726.9821.. 127.0.6.1 127.0.0.1 HTTR 1332 HTTP/1.1 200 OK (application/json)
Webs torm-6662ds 9-4eba- 90-43F2-4881-8006-360FOC04| | 8283 12741.3985. 127.8.0.1 127.0.0.1 HTTR 2662 GET /Formsui/partials/form.html HTTP/1.1
state-4E355AA8-4948-41FC-A416-209B163D1 CsPh 4 G " 8285 12741.4004.. 127.0.8.1 127.8.0.1 HTTP 426 HTTP/1.1 304 Not Modified
DNT: 1 8287 12741.4596.. 127.0.0.1 127.0.0.1 HTTR 2776 GET /forms/form/info/Form.Test.Person HTTP/1.1
Connection: keep-alive 8200 12741.4655.. 127.0.0.1 127.0.0.1 HTTP 94 HTTP/1.1 200 OK (application/json)
8292 12741.4934.. 127.8.0.1 127.0.0.1 HTTP 2838 GET /forms/form/objects/Form. Test.Person/inforsize=500korderby=2 HTTP/1.1
LI/ 200 (14 - 5297 12741.5005.. 127.0.0.1 127.0.0.1 TR 1548 HTTP/1.1 200 OK (application/json)
‘;Ziier‘f‘“':;ail”” e 8209 12742.3784.. 127.0.0.1 127.0.0.1 HTTR 2776 GET /forms/%orm/info/Form. Test .Person HTTP/1.1
e TR 5 . 8302 12742.3846.. 127.0.0.1 127.0.0.1 HTTR 94 HTTP/1.1 208 OK (application/json)
i 8364 12742.5164.. 127.0.0.1 127.0.0.1 HTTR 2786 GET /forms/form/object/Form.Test.Person/34 HITP/1.1
oiiess T, 70 ts 102D 1DATBIE) @] 8306 12742.5136.. 127.0.0.1 127.0.0.1 HrTR 1772 HTTP/1.1 200 OK (application/json)
b e 8308 12742.5249.. 127.6.0.1 127.8.0.1 HTTR 2820 GET /Forms/Form/objects/Form. Test.Person/infoclass?size=508 HTTP/1.1
SET-COOKTE: CSPWSERVERID=D22WSKGQ: path=/; httponlys | 8310 12742.5049.. 127.0.0.1 127.0.0.1 HTTR 2822 GET /forms/form/objects/Form. Test. Conpany/infoclass?size=508 HTTP/1.1
CONTENT-ENCODING: grip 8313 12742.5331.. 127.0.0.1 127.0.0.1 HTTR Mark/Unmark Packet CleM )
CONTENT-LENGTH: 1015 | 8316 12742.5402.. 127.0.0.1 127.0.0.1 HTTR b .
Keep-Alive: timeout=126 = = 9 g Ler Eui
el e T :r‘ir{\iLiils‘ T B o e (22576 bits), 1413 bytes captured (11304 v ~
= L1/Loopbac
contentriype: epplication/json Internet Protocol Version 4, Src: 127.8.8.1, Dst: 127.8.9.1 ek ST
{"children” Transmission Control Protocol, Src Port: 63754, Dst Port: 57772, Seq: 75 Packet Comrment. Ctris At C o
Group Ltd. "
: 02 60 00 00 45 00 85 B1 4c 45 40 00 66 06 0O 60 E... NF@.....
o 7F B0 60 01 7F 00 86 O1 3 Ba el ac a4 28 9 6F ® (o CEtReohedName "
s 5163 69 81 56 15 @5 61 ed 0 68 00 47 45 54 20 QCi.P GET
s [:;;;:;E; R 2F 66 6F 72 6d 73 2 66 6F 72 60 If 67 62 6a 65  /forms/f orm/opje  APPly s Filter D
e e e : g 63 74 73 1 45 67 72 60 2= 54 65 73 74 2 43 6F  Cts/FOrm .TESt.CO  Preparea Filter »
R i) ol e s 60 70 61 be 79 2f 69 6e 65 6 63 GC 61 73 73 3F  mpany/in foclass?
Form. Text. Company "}, {"_i zpl. +Cybervistix Rzsociate 7369 73 65 31 35 30 30 20 45 54 54 50 2 31 2e  size-sop WITR/1.  Conversaton Filte ’
e s et Company A 530 ot et G L 75749238 37 57 37 33 odoa s 73 65 72 sa a1 siiSora iveera  Colowe Conveston ’
7 serverple) 13 (e, 67 65 6e 74 3a 20 4d 6F 7a 69 6C 6C 61 2f 35 2 gent: Mo zilla/s. scTp 3
3020 28 57 69 Ge 64 67 77 73 20 4e 54 26 31 36 @ (windo we NT 16[ y
Entire conversation (18 k8) M 2e 30 3b 20 57 4F 57 36 34 3b 2@ 72 76 3a 35 32 8; WOWE 4; rvi52 ollow TCP Stream
- 2 302520 47 65 63 60 67 27 323031 3030 31 .0} Geck 0201001 R UDP Streamn .
7 vireshar E a ESSEay ‘] rofie: Defaul
i = [~] hark_ED476E8C-4D24-40C6-8300. 3F5c‘52524}957m17u41712n2n27 08736 N — , — 18.9%) Profie: Default

Pros:

* Processes partially send/broken/etc. responses
Can capture large amounts of traffic

¢ Can capture anything

* Can save capture sessions

Cons:

¢ Something (web application/REST client/JS code) is required to send the request

What to use

Well, that depends on a purpose. First of all we can aim to either log (debug proxy, packet analyzer) or generate
(browser, REST client) requests.

If you're developing a REST Web API, then REST client is the fastest way to test that it works.

If, however, requests from REST client work, but client web application does not, browser, http debug proxy and
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packet analyzer may be required.

If you have clients and you need to develop server-side api to work with them, you'll need http debug proxy or
packet analyzer.

It's better to be familiar with all 4 types of tools and quickly switch between them if the current one is insufficient for
the job.

Sometimes the right tool is obvious.
For example recently | developed server side API for one popular http extension protocol, the requirements were:
¢ Clients are already written and we can't change their code
* Different clients behave differently
* Behavior on http and https differs
¢ Behavior with different authentication types differs
¢ Up to hundred requests per second per client
* Everyone ignores the RFC
There's only one solution here - packet analyzer.
Or if I'm developing a REST API for JS consumption, REST client is a perfect tool for testing.
When debugging web application start with web browser.
In Part 2 we'll discuss what can be done (a lot) for web debugging on the Caché side.

What are your approaches to debugging client-server communication?

#Best Practices #CSP #Debugging #Frontend #REST AP| #SOAP #Caché
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