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Creating SSL-Enabled Mirror Using Public Key Infrastructure (PKI)

NB. Please be advised that PKI is not intended to produce certificates for secure production
systems. You should make alternate arrangements to create certificates for your productions.
NB. PKIl is deprecated as of IRIS 2024.1: documentation and announcement.

In this post, | am going to detail how to set up a mirror using SSL, including generating the certificates and keys via
the Public Key Infrastructure built in to Caché. The goal of this is to take you from new installations to a working
mirror with SSL, including a primary, backup, and DR async member, along with a mirrored database. | will not go
into security recommendations or restricting access to the files. This is meant to just simply get a mirror up and
running. Example screenshots are taken on a 2016.1 version of Caché, so yours may look slightly different.

Step 1: Configure Certificate Authority (CA) Server
On one of your instances (in my case the one that will be the first mirror member configured), go to the System

Management Portal and go to the [System Administration -> Security -> Public Key Infrastructure] page. Here you
will ‘Configure local Certificate Authority server’.

A Configuration » Users
Licensing » Resources
o DeepSee Encryption » Services
Security Domains
Applications »
& Ensemble SSL/TLS Configurations
X509 Credentials
OAuth 2.0 »
» System Operation System Security »
Auditing »

Security Advisor
Mobile Phone

Public Key Infrastructure

' ' System Explorer

r

\ System Administration

You can choose whatever File name root (this is the file name only, no path or extension) and Directory you want to
have these files in. I'll use ‘CAServer’ as the File name root, and the directory will be my <install-
dir>/mgr/CAServer/. This will avoid future confusion when the client keys and certificates are put into the <install-
dir>/mgr/ folder, as I'll be using my first mirror member as the CA Server. Go to the next page.
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You will then need to enter a password, and I'll use ‘serverpassword’ in my example. You can then assign
attribute values for your Distinguished Name. I'll set Country to ‘US’ and Common Name to ‘CASrv’. You can
accept defaults for validity periods, leave the email section blank, and save.

Configure local Certificate Authority server

Password to Certificate Authority’s Private Key file ssessessssnress

Eanirm P-ﬂsswc.rd FEFFFEFFFFFEFEEES
Certificate Authority Subject Distinguished Name:

Attribute Type Attribute Value
Country Us (Enter the two character country code anly)
State or Province
Locality

Organization

Organizational Unit

Common Name CASry
* Please enter at least one Aftribute Value

Validity period for Certificate Authority's Certificate {days) 350

Validity period for Certificates issued by Certificate Authority (days) 365

Configure email

SMTP server SMTF username
SMTF password Confirm password

Certificate Authority server administrator's email address

m Save Cancel

You should see a message about files getting generated (.cer, .key, and .srl) in the directory you configured.
Step 2: Generate Key/Certificate For First Mirror Member

At this point, you need to generate the certificate and keys for the instance that will become your first mirror
member. This time, go to the System Management Portal where you will set up the first mirror member, and go to
the [System Administration -> Security -> Public Key Infrastructure] page again (see screenshot above). You need
to ‘Configure local Certificate Authority client’. For the ‘Certificate Authority server hostname’, you need to put either
the machine name or IP address of the instance you used for step 1, and for the ‘Certificate Authority WebServer
port number’ use that instance’s web server port (you can get this from the URL in that instance’s Management
portal):
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@ localhost]5777

Make sure you are using the port number for the instance you configured as the CA Server, not the one you are
setting up as the client (though they may be the same). You can put your own name as the technical contact (the
phone number and email are optional) and save.

Now you should go to ‘Submit Certificate Signing Request to Certificate Authority server’. You'll need a file name
(m using ‘MachineAclient’) and password (‘MachineApassword’) as well as again setting values for a
Distinguished Name (Country="US’ and Common Name="MachineA"). Note that for each certificate you make, at
least one of these values must be different than what was entered for the CA certificate. Otherwise, you may run
into failures at a later step.

Submit Certificate Signing Reguest to Certificate Authority server

File name root for local Certificate and Private Key files {without extension)

PachineA client
Fequired. valid characters: alphanumeric, byphen or underscore.

Password for Private Keyfile sssssssssssansans
cu“ﬁrm Pasﬁwurd EEEEEEEEEEEEEEEEN

Subject Distinguished Name:
Attribute Type Attribute Yalue
Country LIS (Enter the two character country code only)

State or Province
Locality
Qrganization
Qrganizational Linit

Cormmaon Marme EMachineﬂ-«
*Please enter at least ane Attribute Value

subirmit Cancel

Certificate Signing Request Machinea _client successfully submitted to the Certificate Authority at instance PRIM on node WIN7Z-64-BAS-001.ISCINTERNAL.COM. SHA-1 Fingerprint:
BC:F6:23:6B:01:11:64:EB:6D:C7:F 1:90:08:67:76:26:4 2:6B:BE:D0

At this point, you'll need to go to the machine you configured to be your CA Server. From the same page, you need
to ‘Process pending Certificate Signing Requests’. You should see one like this:
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Process pending Certificate Signing Requests

Hosthame Instance Filename
WIMNT-64-BAS-001 ISCINTERRMNAL. COM PREIM MachineA_client Process Delete

You should process this request, leaving default values, and ‘Issue Certificate’. You'll need to enter your CA Server
password from step 1 (‘serverpassword’ for me).

Finally, you need to get the certificate. Back on the first mirror member machine, from the same page, go to ‘Get
Certificate(s) from Certificate Authority server’, and click ‘Get’ like here:

Get Certificate(s) from Certificate Authority server

et Certificate Autharity Certificate

| show certificates for this instance |

Issued Certificates

Serial Humber Hosthame Instance Filename
2 WINT-64-BAS-001 I1SCINTERMAL COM PRIM Machineﬂ_client

You should then see a message indicating that the certificate was saved in the <install>/mgr/ directory of your
instance.

Step 3: Configure The Mirror On First Mirror Member

First, start the ISCAgent per this documentation (and set it to start automatically on system startup if you don’t want
to have to do this every time your machine reboots).

Then, in the System Management Portal, go to the [System Administration -> Configuration -> Mirror Settings ->
Enable Mirror Service] page to enable the service (if it isn't already enabled). Next, go to the ‘Create a Mirror’ page
in the same menu.
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A Configuration » System Configuration » Enable Mirror Service
i Home Security » Connectivity » Create a Mirror
Licensing » Mirror Settings » Edit Mirror
Encryption Database Backu Edit Async
CI DeepSee il B :
CSP Gateway Join as Failover
ki Sl Join as Async
SQL and Object Settings »
Ensemble : :
Device Settings »

National Language
Settings »

» System Operation T ———

Additional Settings »

' ’ System Explorer

System Administration

You will need to enter a mirror name (‘PKIMIRROR’ in my case). You should click ‘Set up SSL/TLS’, and then enter
the information there. If this is not the same machine where you configured the CA Server, you'll need to get a copy
of the CA Server certificate (‘CAServer.cer’) on this machine. You can do this in the ‘Get Certificate(s) from
Certificate Authority server’ page:

& Certificate Authority Client Get Certificate(s) from Certificate Authority server
» Submit Certificate Signing Request to Certificate Authority server Get Cerlificate Authority Certificate
+ Get Certificate(s) from Certificate Authority server
» Configure local Certificate Authority client | show certificates for this instance |

8 Certificate Authority Server
+ Process pending Certificate Signing Requests

+ Configure local Certificate Authority server Serial Number Hostname Instance Filename
2 PGRESKOFFG440.15CINTERNAL.COM 20161 primeli Get

Issued Certificates

Back in the ‘Set up SSL/TLS’ page, the first line is asking for that CA server certificate. You should leave the
‘Certificate Revocation list’ blank. If you want to use this, please contact the WRC. For ‘This server’s credentials’,
you'll need to enter the certificate and key that we generated in step 2. They will be in the <install>/mgr/ directory.
You'll also need to enter your password here (click the ‘Enter new password’ button as shown). This password is
the one you chose in step 2 (‘MachineApassword’ for me). In my example, | am only allowing TLS v1.2 protocol as
shown below.
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Edit S5L/TLS Configurations for Mirror

Edit SSL/TLS Configurations for Mirror

LIse the form below to edit SSL/TLS configurations for Mirror. All changes made below will be saved to both %MirrorClient and %abirrorserver:

File containing trusted Certificate Authority X.509 certificate |C:interSystems\PRIMngrCAServenCA_Server cer | Browse... |
File containing Certificate Revocation List | Browse... |

This server’s credentials
File containing this configuration’s X.509 certificate

ChlnterSystems\PRIMngrtachined,_client. cer | Browse... |
File containing associated private key
ChlnterSystems\PRIMmgrMachined_client. key Browse...
Private key type @ RSA DSA

Password: @ Enter new passwaord Clear password Leave as is

Private key password jssssssssssssasass

Private key password {confirm)

Cryptographic settings Protocols () g8ly2 ()85l () TLSv.0 [ITLSW A @ TLav 2

Enabled ciphersuites |41 laNULL: leMULL: IEXP:1SSLy2

For this example, | won't use an arbiter or a Virtual IP, so you can un-check those boxes in the ‘Create Mirror’
page. We'll accept the defaults for ‘Compression’, ‘Mirror Member Name’, and ‘Mirror Agent Port’ (since | didn’t
configure the ISCAgent to be on a different port), but I'm going to change the ‘Superserver Address’ to use an IP
instead of a host name (personal preference). Just make sure that the other future mirror members are able to
reach this machine at the address you choose. Once you save this, take a look at the mirror monitor [System
Operation -> Mirror Monitor]. It should look something like this:

This system is a failover member in mirror PEKIMIRROR

Mirror Failover Member Information Arbiter Connection Status
This Failover Member Other Failover Member Arbiter Address Arbiter not configured

Mirror Member Name  WINT-64-BAS-001/PRIM  nia Failover Mode Agent Controlled

Superserver Address 192.168.2.100 nia . . ) ;

Mirror Private Address 182 168.2 100 s Connection Status This member is not connected to the arbiter
Mirror Member Status

Member Name Member Type Status Journal Transfer Dejournaling X.509 DM

WINT-64-BAS-001PRIM Failower Frimary BIA [I5A A

Mirrored Databases

Filter: Page size: 0 Max rows: 1000 Results: 0 | Page: |1 | of 1

Hame Directory Status Hext Record To Dejournal (Time, Filename, Offset)

Mo Resuits

Click 'Go’ to performm ah action on multiple databases
—-Select an action- ¥ | | Go |
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If you see that it's still in a ‘Transition’ status, wait a few seconds and refresh the page. Note that these statuses
were enhanced in 2016.2. You can see what they look like in the latest released version here.

Step 4: Generate Key/Certificate For Second Failover Mirror Member

This is the same process as step 2, but I'll replace anything with ‘MachineA’ in the name with ‘MachineB’. As |
mentioned before, make sure you change at least 1 of the fields in the Distinguished Name section from the CA
certificate. You also need to be sure you get the correct certificate in the Get Certificate step, as you may see more
than one option.

Step 5: Join Mirror as Failover Member
Just like you did for the first mirror member, you need to start the ISCAgent and enable the mirror service for this

instance (refer to step 3 for details on how to do this). Then, you can join the mirror as a failover member at
[System Administration -> Configuration -> Mirror Settings -> Join as Failover].

Enable Mirror Service

System Configuration »

Configuration »

Home Security » Connectivity » Create a Mirror
Licensing » Mirror Settings » Edit Mirror
Encryption Database Backu Edit Async
CJ DeepSee s - .
CSP Gateway Join as Failover
Management s B
SQL and Object Settings »
Ensemble : :
Device Settings »
National Language
. Settings »
» System Operation e

Additional Settings »

' ’ System Explorer

9

\ System Administration

You'll need the ‘Mirror Name’, ‘Agent Address on Other System’ (the same as the one you configured as the
Superserver address for the other member), and the instance name of the now-primary instance.
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Mirror Information

Mirror Hame PKIMIEROR
Feguired.

Other Mirror Failover Member's Info

Agent Address on Other System [192.1658.2.100
Required.

Mirror Agent Port 21835
Fequired.

Caché Instance Name PRIM
Required.

Provide required information then click [Next] to retrieve data

After you click ‘Next’, you should see a message indicating that the mirror requires SSL, so you should again use
the ‘Set up SSL/TLS’ link. As in step 3, you'll need the CA Server certificate (same file we used in step 3, refer to
that step for how to retrieve it), and you’ll replace machine A’s files and password with machine B’s for this dialog.

File containing trusted Certificate Authority X.509 certificate |C:\InterSystems\PRIMmgnCASererCA_Server cer | Browse... |

File containing Cedificate Revocation List | Browse... |

Thi: ' dential
222t S e File containing this configuration’s X.509 certificate

ChnterSystems'\BACK mgrihachineB_client. cer | Browse. .. |

File containing associated private key
ChlnterSy stems\BACK mgiMachineB_client. key | Browse... |

Private key type ® RSA DSA
Password; ® Enter new password Clear password Leave as is

Private key password [ssssssssssasansns

Private key password (confirm) jssessassseseanass

Cryptographic settings Protocols [/ gslv2 [/ 8slva [ITLav0 LITLavi 1 #ITLEw 2
Enabled ciphersuites ALL: laMULL: leMULLIEXP:1SSLy2

Again, I'm only using TLSv1.2. Once you've saved that, you should be able to add information about this mirror
member. Again, I'm going to change the hostnames to IP’s, but feel free to use any IP/hostname that the other
member can contact this machine on. Note that the IP’s are the same for my members, as | have set this up with
multiple instances on the same server.
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Mirror Failover Member Information

This Systern Other Systern
Mirror Member Hame  WINT-64-BAS-001/BACK WINT-64-BAS-001/PRIM
Superserver Address  [192.168.2.100 192 168.2.100
Mirror Agent Port 2188 2188
SSLTLS Requirement  The mirrar requires SSLTLS.
Edit S5LTLS
Mirror Private Address (192.168.2.100 192.168.2.100

Advanced Seftings

When you save this, you should see a message telling you not to forget to add this node to the primary’s
configuration.

Step 6: Authorize 2" Failover Member on the Primary Member

Now we need to go back to the now primary instance where we created the mirror. From the [System
Administration -> Configuration -> Mirror Settings -> Edit Mirror] page, you should see a box at the bottom titled

‘Pending New Members’ including the 2™ failover member that you just added. Check the box for that member and
click Authorize (there should be a dialog popup to confirm).

Pending New Members

Select the member(s) you wish to authorize or reject:

Hame Member Type DH
» o WINT-64-BAS-001/BACK Failower Ch=MachineB,G=LI5

Authorize

Now if you go back to [System Operation -> Mirror Monitor], it should look like this (similar on both instances):

This system is a failover member in mirror PRIMIEROR

Mirror Failover Member Information Arbiter Connection Status
This Failover Member Other Failover Member Arbiter Address  Arhiter not configured

Mirror Member Name  WINT-64-BAS-001/PRIM WINT-B4-BAS-001/BACK Failover Mode Agent Controlled

Superserver Address  192.168.2.100 192.168.2100 i : i .

Mirror Private Address 192 1622100 192 188.2.100 Connection Status This member is not connected ta the arbiter
Mirror Member Status

Member Hame Member Type Status Journal Transfer Dejournaling X509 DN

Wl T-64-BAS-001/PRIM  Failover Frimary MiA [HEA TR,

WINT-64-BAS-001/BACK. Failover Backup Active Caught up [iA,

Again, if you see a ‘Transition’ status, wait a few seconds and refresh the page.
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Step 7: Generate Key/Certificate for Async Member

This is the same as step 2, but I'll replace anything with ‘MachineA’ in the name with ‘MachineC’. As | mentioned
before, make sure you change at least 1 of the fields in the Distinguished Name section from the CA certificate.
Make sure you get the correct certificate in the ‘Get Certificate’ page, as you may see more than one option.

Step 8: Join Mirror as Async Member

This is similar to step 5. The only difference is that you may only be asked to configure 1 address (this depends
what version you’re running), and you have the added option for an Async Member System Type (I will use
Disaster Recovery, but you're welcome to use one of the reporting options). You'll again see a message about
requiring SSL, and you'll need to set that up similarly (MachineC instead of MachineB). Again, you'll see a
message after saving the configuration indicating that you should add this instance as an authorized async on the
failover nodes.

Step 9: Authorize Async Member on the Primary Member

Follow the same procedure as in step 6. Note that this procedure has been simplified in recent versions to match
behavior for a 2" failover member. Previously, you needed to manually add authorized async member information.
Once this complete, there is one extra step to make sure the mirror monitors are in sync. You should go to the
[System Operation -> Mirror Monitor] on the 2" failover member (now the backup), and click ‘Stop mirror’. After
that's complete, you should then click ‘Start mirror’. This is just to make sure that instance retrieves the information
about the async member. It should not be required in later versions. The mirror monitor should now look like this:

This system is a failover member in mirror PKIMIRROR

Mirror Failover Member Information Arbiter Connection Status
This Failover Member Other Failover Member Arbiter Address Arhiter not configured

Mirror Member Hame  YWINT-64-BAS-001/BACK WINT-64-BAS-001/FRIM Failover Mode Agent Gaortralled

Superserver Address  192.163.2.100 192.168.2100 . : . )

Mirror Private Address 192 168.2 100 192 168.2.100 Connection Status This member is not connected ta the arhiter
Mirror Member Status

Member Name Member Type Status Journal Transfer Dejournaling X.509 DH

WlNT-64-BAS-001/FPRIM  Failover Frimary PR, [JRA, [d5A,

WINT-64-BAS-001BACK Failover Backup Active Caught up R

WINT-64-BAS-0010A58Y  Disaster Recovery Caonnected Caughtup Caught up CMN=MachineC C=US

Incoming Journal Transfer Rate for This Member {over refresh interval)
--- {will be displayed on refresh)

Step 10: Add a Mirrored Database

Having a mirror is no fun if you can’t mirror any data, so we may as well create a mirrored database. We will also
create a namespace for this database. Go to your primary instance. First, go to [System Administration ->
Configuration -> System Configuration -> Namespaces] and click ‘Create New Namespace' from that page.
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View: |:|:|:|

Search:

@ Ensemble

System Operation

' ’ System Explorer

S

)

Configuration »

System Configuration »

Memory and Startup

Security » Connectivity » Namespaces
Licensing » Mirror Settings » Local Databases
Encryption » Database Backup » Remote Databases

Enterprise Manager

System Administration

CSP Gateway
Management

Journal Settings

SQL and Object Settings »

Device Settings »

National Language
Settings »

Zen Reports »

Additional Settings »

We'll call this ‘MIRROR’, and we’ll need to click ‘Create New Database’ next to ‘Select an existing database for
Globals'. You'll need to enter a name (‘MIRROR’) and directory for this new database. On the next page, be sure to
change the ‘Mirrored database?’ drop-down to yes (THIS IS ESSENTIAL). The mirror name will default to the
database name you chose. You can change it if you wish. We will use the default setting for all other options for the
database (you can change them if you want, but this database must be journaled, as it is mirrored). Once you finish
that, you will return to the namespace creation page, where you should select this new database for both ‘Globals
and ‘Routines’. You can accept the defaults for the other options (don’t copy the namespace from anywhere).

Use the form below to create a new namespace:

The default database for Globals in this namespace is a

Select an existing database for Globals

The default database for Routines in this namespace is a

Select an existing database for Routines

Name of the namespace MIRROR
Required.

Copy from

L

» Local Database

Remote Database

IMIRROR

Lll Create New Database... |

Required.

« Local Database

Remote Database

MIRROR

LII Create New Database... |

Create a default Web application for this namespace

Copy namespace mappings from

Repeat this process for the backup and async. Make sure to use the same mirror name for the database. Since it's
a newly created mirrored database, there is no need to take a backup of the file and restore onto the other

members.
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Congratulations, you now have a working mirror using SSL with 3 members sharing a mirrored database!
Other reference documentation:

Create a mirror

Create mirrored database

Create namespace and database

Edit failover member (contains some information on adding SSL to an existing mirror)

#Best Practices #High Availability #Mirroring #SSL #System Administration #InterSystems IRIS #Caché
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